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Executive Summary 

• Rapid Growth of Digital Payments: Digital transactions have surged globally, with 
online and mobile payments becoming mainstream for consumers and businesses. The 
global payments industry generated around $2.5 trillion in revenue recently and 
handles quadrillions in transaction value annually. Cash usage is steadily declining – now 
less than half of worldwide payment volume – as more transactions shift 
to cashless methods. In major markets like the US and EU, over 90% of consumers have 
used some form of digital payment in the past year. This report provides a global overview 
of this digital payments boom, focusing on trends in North America and Europe. 

• Evolving Payment Methods: Credit and debit cards remain widely used online, 
but digital wallets (such as Apple Pay, Google Pay, and PayPal) are rapidly gaining 
share. Digital/Mobile wallets are on track to become the top payment method for e-
commerce worldwide, expected to account for over half of online transaction value by 
2025. Traditional bank transfers and direct debit are strong in certain regions (especially 
Europe), and Buy Now, Pay Later (BNPL) services are expanding quickly – projected to 
exceed 5% of global e-commerce spend by 2025. Businesses must be ready to support 
a mix of payment options to meet customer expectations. 

• Key Industry Players: The digital payments ecosystem features influential players that 
facilitate or process transactions. PayPal leads online payment platforms with 
approximately 434 million active accounts and $1.7 trillion in annual payment 
volume. Stripe is a dominant payment processor for online businesses, handling an 
estimated $1.4 trillion in payments in 2024 and serving millions of 
merchants. Adyen (Netherlands) is a major global processor for enterprise merchants, 
processing €767.5 billion (≈$820B) in 2022 alone. Card networks like Visa and 
Mastercard underpin much of the system, and big tech entrants – e.g. Apple Pay, which is 
accepted at over 85% of US retailers and has hundreds of millions of users globally – are 
shaping mobile payment habits. Businesses should understand the capabilities and reach of 
these platforms when choosing payment solutions. 

• Consumer Behavior Trends: Consumers increasingly favor speed, convenience, and 
choice in payments. Mobile and contactless payments have become routine – in the US, 
in-store mobile wallet usage grew from 19% of consumers in 2019 to 28% in 2024. Many 
shoppers (especially younger generations) now start their buying journey on alternative 
platforms like BNPL marketplaces or super-apps, expecting seamless checkout 
experiences. Loyalty to traditional banks is waning as users readily adopt fintech solutions 
if they offer a smoother experience. At the same time, security and trust remain critical: 
consumers need confidence that their payment data is safe. Companies must 



 
 
 

 

therefore balance innovation with reliability, offering easy payment experiences without 
compromising on security. 

• Cross-Border Commerce Expansion: As global e-commerce and remote work 
rise, cross-border payments are more important than ever. The international payments 
market was worth roughly $195 trillion in 2024 and is forecast to reach $320 trillion by 
2032, growing ~5% annually. Businesses selling internationally face challenges with 
currency exchange, varied local payment preferences, and higher fees. New fintech 
solutions are emerging to make cross-border transfers faster and cheaper – from specialized 
remittance apps to blockchain-based settlements. However, fragmentation persists: North 
America and Europe still lead in cross-border payment volume, while regions like Africa 
and South America rely heavily on remittances or cash. Companies expanding globally 
should leverage providers that offer multi-currency support, local payment method 
integration, and transparent conversion fees to optimize cross-border customer 
transactions. 

• Rising Fraud and Security Threats: The boom in online payments has been accompanied 
by a surge in fraud and cybercrime. Fraudsters are exploiting digital channels through 
stolen card data, identity theft, phishing scams, and account takeovers. Card-not-present 
fraud (using stolen card details online) is a major pain point. Global losses from online 
payment fraud are projected to exceed $360 billion cumulatively between 2023 and 2028, 
reaching about $91 billion in a single year by 2028. Nearly 80% of organizations reported 
experiencing attempted or actual payments fraud in 2024, with tactics like business email 
compromise (impersonating executives or vendors via email) causing billions in losses. 
High-profile breaches and scams – from e-commerce database hacks leaking millions of 
credit card numbers, to crypto exchange frauds – highlight the stakes. The report examines 
the types of threats, recent cases, and trends (such as the rise of authorized push 
payment scams where users are tricked into sending money, a problem that could cost US 
consumers $15 billion by 2028). We also outline best practices in fraud prevention and 
cybersecurity measures. 

• Regulatory and Compliance Landscape: Regulators worldwide are responding to the 
digital payment surge with new rules to protect consumers and financial stability. In 
the European Union, the landmark PSD2 (Second Payment Services 
Directive) requires Strong Customer Authentication (two-factor verification) for online 
payments and opened the door to open banking, allowing third-party fintechs (with 
customer consent) to access bank accounts for payments. This has spurred innovation in 
account-to-account payment solutions but also requires merchants to support extra 
authentication steps in the checkout flow. The EU’s GDPR mandates strict data protection 
and privacy controls; payment companies must secure personal and transaction data or face 



 
 
 

 

heavy penalties. In the United States, regulation is more fragmented: there is no PSD2-
equivalent federal law, but various laws apply – e.g. the Electronic Fund Transfer 
Act (Regulation E) protects consumers in electronic payments, and the Gramm-Leach-
Bliley Act governs financial data privacy. State laws like California’s CCPA similarly 
enforce data privacy. Meanwhile, industry standards like PCI DSS (Payment Card 
Industry Data Security Standard) apply globally, requiring businesses to safely handle card 
data (or use certified payment providers who tokenize it). Anti-money laundering (AML) 
and Know-Your-Customer (KYC) rules are increasingly stringent for payment providers 
– fintech firms must implement thorough verification and monitoring to prevent illicit use 
of their platforms. The report details key regulations in the US and EU (such as PSD2’s 
impact on fraud reduction and the upcoming PSD3 updates, as well as the US Consumer 
Financial Protection Bureau’s scrutiny of BNPL and peer-to-peer payment services). 
Compliance is non-negotiable: it is both a challenge and a necessary trust factor for any 
company handling payments. 

• Emerging Technologies Shaping Payments: A range of new technologies is 
transforming how payments are made and secured: 

o Artificial Intelligence (AI): AI and machine learning algorithms analyze 
transaction patterns to detect fraud in real time, enhance risk scoring, and even 
personalize payment experiences. Over 70% of banks and payment companies now 
employ AI-based fraud detection systems, significantly improving their ability to 
catch suspicious activity among millions of transactions instantly. However, 
fraudsters are also leveraging AI (e.g. deepfakes and automated bots) to craft more 
convincing scams, creating an arms race in security. 

o Biometrics: Fingerprint scans, facial recognition, and other biometric 
authentication methods are becoming common for payment approval, replacing 
passwords or PINs. Consumers appreciate the convenience – approximately 72% 
of global consumers prefer biometric authentication over PINs for payments 
now. Smartphones and wearables have built-in biometric sensors (e.g. Apple Face 
ID, Touch ID) that enable secure, frictionless checkout. Even payment cards with 
embedded fingerprint readers are rolling out in some regions. Biometrics satisfy 
regulatory demands for strong authentication (e.g. fulfilling PSD2’s multi-factor 
requirement) while streamlining the user experience. 

o Blockchain and Digital Currencies: Blockchain technology promises faster, low-
cost settlement by removing intermediaries. Cryptocurrencies and stablecoins 
(crypto tokens pegged to fiat currencies) are being tested for cross-border payments 
and B2B transfers. For example, US-dollar stablecoins are now used in some 



 
 
 

 

international commerce and have a combined market value of around $270 billion, 
though currently they still represent a small fraction of total payments. Many central 
banks are researching Central Bank Digital Currencies (CBDCs) – digital cash 
issued by central authorities – which could reshape national payment systems if 
implemented (e.g. China’s digital yuan pilot). While mainstream consumer use of 
crypto for everyday payments remains limited due to volatility and regulatory 
uncertainty, blockchain is driving innovations in areas like programmable money 
(smart contracts) and more transparent supply chain payments. 

o Tokenization: Tokenization is a security technology that replaces sensitive 
payment data (like card numbers) with random, unique tokens. This protects data 
both at rest and in transit – if intercepted, tokens are useless to criminals. 
Tokenization has quietly become widespread across digital payments. For 
instance, Visa reports that 29% of its transactions now use tokenized 
credentials, and tokenization helped prevent an estimated $650 million in fraud 
in one year by obscuring card details. Mobile wallets and e-commerce sites often 
rely on tokens (e.g. Apple Pay generates a device-specific token rather than using 
the actual card number). By adopting tokenization, companies can significantly 
reduce the risk of breaches and increase payment approval rates (since banks trust 
tokenized transactions more). 

o Real-Time Payments & Open Banking: Beyond cards and wallets, real-time 
bank payment networks are gaining ground. Systems like the EU’s SEPA Instant 
Credit Transfer, the UK’s Faster Payments, and the new FedNow service in the US 
enable instant bank-to-bank transfers that can be used for retail payments. Open 
Banking APIs allow fintech apps to initiate such payments directly from customer 
bank accounts (with consent), often at lower cost than card processing. These 
developments blur the lines between traditional bank payments and fintech, giving 
businesses and consumers more options for immediate, account-based transactions 
(like pay-by-bank at online checkouts). 

o Other Innovations: Voice commerce (paying via voice assistants), IoT 
payments (internet-connected devices autonomously ordering and paying for 
services, like a smart fridge reordering groceries), and softPOS technology 
(turning any phone into a payment terminal) are emerging frontiers. While still 
nascent, they indicate a future where payments become increasingly embedded 
and invisible – happening in the background of devices and apps, triggered by 
minimal user action. 



 
 
 

 

• Challenges and Risks for the Industry: Despite impressive growth, the digital payments 
sector faces significant challenges: 

o Security & Fraud Risks: Cyber threats require constant vigilance and investment 
in advanced security. High fraud rates can erode consumer trust and result in 
financial losses and brand damage. Payment companies must stay ahead of 
sophisticated attacks (e.g. coordinating with law enforcement, sharing threat 
intelligence, using AI to adapt to new fraud patterns). Operational resilience is 
also critical – outages or security breaches in payment systems can disrupt 
commerce at large scale. 

o Regulatory Compliance and Costs: Navigating an ever-evolving regulatory 
environment is complex. Compliance efforts (implementing SCA, data protection 
measures, AML checks, etc.) can be costly and resource-intensive, especially for 
smaller firms. Non-compliance, however, is not an option – fines and reputational 
fallout can be crippling. Companies must integrate compliance as a core 
competency, not an afterthought, and often need to maintain compliance across 
multiple jurisdictions. There is also regulatory uncertainty around new areas like 
crypto and fintech lending – rules can change, requiring agile adjustment. 

o Competition and Margin Pressure: The payments market is highly 
competitive and becoming more crowded. Traditional banks, card networks, 
fintech startups, big tech companies, and regional players all vie for market share. 
This competition is driving fees downward – for instance, regulators in the EU cap 
interchange fees on cards, and merchants constantly push for lower processing 
costs. Fintech disruptors often operate on thin margins or subsidize costs to gain 
users (e.g. offering free P2P transfers). Established players must innovate to defend 
their business models, while new entrants need strategies to achieve sustainable 
profitability. There is also consolidation risk: larger incumbents sometimes acquire 
promising fintechs, which could limit competition. 

o Technology Integration and Legacy Systems: Many banks and large payment 
processors still run on legacy IT systems that are inflexible. Integrating new 
technologies or updating systems for speed and scalability is a significant 
challenge. Fintech firms may have modern tech but can struggle to achieve the same 
scale or trust that long-standing institutions have. Additionally, ensuring 
interoperability – making different payment systems talk to each other (for 
example, linking mobile wallet payments with merchant accounting software 
seamlessly) – is an ongoing hurdle. 



 
 
 

 

o Consumer Trust and Adoption: Convincing users to adopt new payment methods 
can be tricky if they are concerned about security or simply resistant to change. For 
example, some consumers still hesitate to use mobile payments or biometrics due 
to privacy concerns. Cash remains culturally entrenched in parts of the world. 
Payment providers must invest in user education and deliver services that are 
demonstrably secure and reliable to win broad acceptance. Maintaining 
the “human touch” in an increasingly digital experience is also important – 
customers want fast self-service, but in sensitive financial matters many still 
appreciate access to human support. 

o Global and Macro Risks: Macroeconomic factors (currency fluctuations, 
economic slowdowns) can impact payment volumes and profitability. Cross-border 
providers must manage exchange rate volatility and country-specific risks (like 
political instability or sanctions). There’s also the matter of financial inclusion – 
billions of people remain unbanked globally. The digital payments revolution must 
reach these populations (via mobile money, etc.) to truly be worldwide. Companies 
working in emerging markets often contend with weaker infrastructure and varying 
regulations, which can impede growth. 

• Strategic Recommendations for Companies: In light of these trends and challenges, 
businesses that accept online payments (whether retailers, service providers, or 
platforms) should consider the following strategic actions: 

o Offer Diverse Payment Options: Cater to customer preferences by supporting 
multiple payment methods – credit/debit cards, at least one or two major digital 
wallets, and emerging options like BNPL for eligible purchases. In the US/EU, this 
could mean accepting Visa, MasterCard, Amex, PayPal, Apple Pay/Google Pay, 
and popular installment payment providers. If operating internationally, enable 
relevant local methods (e.g. iDEAL in Netherlands, Alipay for Chinese customers, 
local real-time payments where available). A broader checkout choice can increase 
conversion rates and sales. 

o Streamline the User Experience: Make the payment process as frictionless as 
possible. Implement one-click checkout or wallet integration for returning users, 
optimize your website/app for mobile transactions, and minimize unnecessary 
redirects or data entry. Ensure fast page loads and clear error handling during 
payment. A smooth, quick checkout reduces cart abandonment – a key factor in e-
commerce success. 



 
 
 

 

o Invest in Security and Fraud Prevention: Protecting customers’ financial data 
and preventing fraud must be top priority. Implement robust fraud monitoring tools 
(possibly using AI to flag anomalies), maintain PCI DSS compliance for any card 
data, and use tokenization and encryption so that sensitive data is not exposed. 
Enable 3D Secure 2.0 or other verification for higher-risk transactions and consider 
multi-factor authentication for account logins. Also have clear refund and 
chargeback management processes. Demonstrating strong security not only 
prevents losses but builds customer trust. 

o Stay Compliant and Informed: Keep abreast of regulatory changes in the markets 
you serve. For instance, if you have European customers, ensure your payment 
flows incorporate PSD2’s Strong Customer Authentication rules (such as 
supporting biometric or SMS one-time passcodes for card payments). Adhere to 
data privacy laws (GDPR and similar) by obtaining proper consent for storing 
customer payment details and by implementing strict data governance. For US 
companies, follow CFPB guidance on emerging services (e.g. disclosures for 
BNPL) and any relevant state-level regulations. It can be wise to consult legal 
experts or use payment providers that handle much of the compliance burden. 
Viewing compliance as an ongoing risk management practice (rather than a one-
time box-checking) will save costs and reputational headaches in the long run. 

o Leverage Reputable Payment Partners: It’s often efficient to work with 
established Payment Service Providers (PSPs) or gateways (like Stripe, Adyen, 
PayPal Braintree, etc.) to handle the heavy lifting of payments infrastructure. These 
platforms invest in the latest tech, security, and global compliance, allowing your 
business to scale payments more easily. They also offer features such as automatic 
currency conversion, local acquiring to improve authorization rates, and built-in 
fraud tools. Choose partners with a strong track record and uptime, and that support 
the payment methods your customers use. Diversify where appropriate (e.g. having 
a backup processor) to reduce dependence on a single point of failure. 

o Prioritize Customer Trust and Transparency: Clearly communicate your 
security measures to users – for example, highlight if your checkout is secure and 
encrypted, or if you offer protections like zero-liability for fraud. Be transparent 
about fees, billing terms, and refund policies. Educate your customers on safe usage 
too: warn about phishing attempts, encourage use of your official app or site for 
payments, and make it easy for them to report any suspicious activity. Trust is a 
currency of its own in payments – it affects whether a customer is willing to save 
their card on file or try a new payment method with you. 



 
 
 

 

o Embrace Data and Analytics: Use the data generated by payment processes (in 
compliance with privacy rules) to gain insights. Analyze checkout abandonment 
rates, payment failure reasons, and the popularity of various methods. Monitor 
fraud attack patterns and adjust rules accordingly (e.g. tighten rules if certain 
geographies or transaction types show spikes in fraud). Payment data can also 
inform broader business decisions – for instance, identifying which product 
categories have high BNPL usage might influence marketing or financing offers. 
Additionally, data can help personalize payment experiences (such as offering a 
preferred payment method by default for returning users). 

o Prepare for Future Trends: Develop a roadmap for how your company will 
handle emerging payment trends. For example, if instant bank-to-bank payments 
gain traction, consider how you could integrate those (especially for recurring or 
high-value transactions). Keep an eye on digital currency developments – you 
might not accept crypto today, but being technically ready (or able to use an 
intermediary to convert crypto to fiat) could become a competitive differentiator in 
certain sectors. Explore the potential of loyalty integration (linking payments with 
rewards programs for seamless earning/redeeming). Staying agile and willing to 
pilot new technologies on a small scale can position your business as an early mover 
when big shifts occur. 

• Future Outlook: The payments landscape by the end of this decade will likely be 
markedly different, with digital payments fully entrenched as the norm worldwide. We 
expect to see continued double-digit growth in digital transaction volume, further erosion 
of cash usage (some countries are already nearing “cashless” status), and possibly the 
introduction of central bank digital currencies in major economies. Payments everywhere, 
anytimewill become reality – from your car automatically paying highway tolls to your 
smart home devices reordering supplies autonomously, embedded payment capabilities 
will proliferate. The industry will probably undergo further consolidation as scale and 
global reach become critical – larger players may acquire niche fintechs to offer one-stop 
payment ecosystems. Open banking and interoperability will improve, making it easier 
to pay directly from bank accounts across borders or to port your financial data securely 
between services. 

Regulators will continue to balance innovation with oversight, perhaps introducing 
frameworks for AI use in finance or new consumer protections around data usage and 
instant payments. Security arms-races will persist, potentially incorporating biometric 
identification at every touchpoint and even exploring quantum-resistant encryption to 
stay ahead of future threats. Consumers of the future are likely to favor providers that 
offer invisible, frictionless payments – think Uber’s model applied broadly – which 



 
 
 

 

means companies will compete on who can deliver the most seamless yet secure behind-
the-scenes payment experience. 

Finally, financial inclusion could be significantly advanced by digital payments: 
inexpensive mobile-based systems and digital currencies may bring millions more people 
into the formal financial system, expanding the global customer base for online commerce. 
In summary, the trajectory points to a world where digital payments are faster, safer, and 
more deeply integrated into daily life. Companies that invest now in modern payment 
capabilities, security, and strategic partnerships will be well-positioned to thrive in this 
dynamic future. The digital payments shift is here to stay – and understanding its nuances 
will be key for any business aiming for success in the digital economy. 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

Introduction 

The way we pay for goods and services is undergoing a profound transformation. Digital 
payments – transactions made via electronic or online channels – have moved from a niche 
alternative to the dominant mode of commerce in the span of just a few years. This shift has been 
driven by technological innovation, changing consumer habits (accelerated by the global 
pandemic’s push toward contactless interactions), and broader access to the internet and 
smartphones around the world. For companies of all sizes, and across industries, keeping up with 
this transformation is not just a matter of convenience – it’s increasingly essential for staying 
competitive and meeting customer expectations. 

This report, “The Digital Payments Shift: What Companies Need to Know About Online Payments, 
Fraud, and Security, “provides a comprehensive overview of the current state of digital payments 
and what it means for businesses. We take a global perspective with an emphasis on the United 
States and European Union markets, where digital payment adoption is high and regulatory 
frameworks are actively evolving. The goal is to equip a general business audience with insights 
into the market landscape, emerging trends, key players, consumer behavior shifts, and the 
risks and opportunities that come with the move to online and mobile payments. 

In the sections that follow, we first offer a Market Overview to quantify the size and growth of 
digital payments, breaking down segments and trends in different regions. We then delve into 
major Online Payment Methods, from traditional credit cards to cutting-edge digital wallets and 
BNPL plans, explaining how each works and how usage patterns are changing. Next, we identify 
the Key Players and Platforms shaping the payments space – including payment processors, 
fintech firms, and tech platforms – and highlight their roles in the ecosystem. Understanding 
consumer preferences is critical, so we examine Consumer Behaviour Trends, such as the rise 
of mobile shopping and expectations for speedy, secure checkout. 

Given the global nature of e-commerce, we address Cross-Border Payments, discussing the 
additional complexities and solutions for transacting across currencies and countries. No 
discussion of digital payments is complete without addressing threats: the Fraud and Security 
Threats section outlines common fraud types and cybersecurity issues that companies must guard 
against, illustrated with recent cases and statistics to underscore their prevalence. Hand-in-hand 
with security is the matter of Compliance and the Regulatory Environment – here we compare 
how jurisdictions (especially the US vs. EU) are regulating online payments, data privacy, and 
financial crime, and what companies need to do to stay on the right side of the law. 

Looking forward, the report covers Emerging Technologies – such as AI, biometrics, blockchain, 
and tokenization – that are likely to further disrupt and enhance digital payments and security in 



 
 
 

 

the near future. We identify not only the potential of these technologies but also any challenges in 
implementing them. Following that, we summarize key Industry Challenges and Risks that 
businesses in the payments domain (or those reliant on digital payments) face, from competitive 
pressures to technical hurdles. 

Crucially, we provide Strategic Recommendations for Companies to navigate this landscape. 
These actionable insights aim to help businesses adapt their payment strategies – whether it’s an 
online retailer looking to optimize checkout conversions or a startup fintech plotting market entry. 
Finally, we conclude with a Future Outlook that paints a picture of where online payments might 
be headed in the coming years, so businesses can anticipate and prepare for the road ahead. 

Overall, readers of this report will gain a grounded understanding of the digital payments 
revolution – what’s happening, why it matters, and how to respond. The tone is intended to be 
clear and concise, translating technical concepts into practical knowledge for a general business 
audience. In an era when a company’s success can hinge on the ease and trustworthiness of its 
payment process, staying informed about these developments is critically important. We hope this 
report serves as a valuable resource for that purpose. 

 

 

 

 

 

 

 

 

 



 
 
 

 

1. Market Overview 

In this section, we examine the size and growth trajectory of the digital payments market globally, 
with particular emphasis on the North American and European markets. We also discuss the major 
segments within the market and how they are evolving. 

Global Market Size and Growth: The digital payments market is enormous and expanding 
steadily. By the most recent industry analyses, total global payments revenue (which includes 
fees, interest, and other payments-related income for providers) reached approximately $2.5 
trillion in 2024. This revenue is generated from an underlying volume of non-cash payment 
transactions exceeding $2 quadrillion (that’s $2,000 trillion) flowing through the system yearly. 
Put simply, trillions of individual digital payment transactions (estimated around 3.6 trillion 
transactions worldwide) are processed annually by various networks and institutions. These figures 
reflect all forms of payments – from retail consumer purchases to large B2B transfers – and 
underscore how critical payment systems are to the global economy. 

 

Despite its already large base, the payments industry continues to grow, though the rate varies year 
to year. From 2019 to 2023, global payments revenues grew at a rapid ~7–12% annually, fueled 
by surges in e-commerce and digital adoption (with an extra boost in 2021–2022 as the COVID-
19 pandemic accelerated the shift away from cash). Growth moderated somewhat in 2024 to 
around 4%, due to factors like normalization after the pandemic bump and pressure on certain fees. 
Looking ahead, industry forecasts by firms like McKinsey and BCG predict global payments 
revenue will continue to rise around 4–6% per year through 2029, which would put the revenue 
pool at roughly $3 trillion by 2029. Transaction volumes (the number of payments and total value 



 
 
 

 

moved) are expected to expand even faster in some segments, but price pressures (e.g., lower fees 
per transaction) mean revenue grows a bit more slowly. 

Growth is not uniform across regions: 

• North America and Europe (including EU, UK, etc.) are mature markets where digital 
payments are ubiquitous. These regions still see mid-single-digit growth in payments 
volume, largely through innovation in new platforms and displacement of remaining cash 
transactions. For example, Europe’s payments revenue grew ~8% in 2024 while North 
America’s grew ~5%. The growth is moderate because these markets are already highly 
penetrated with electronic payments. 

 

• Asia-Pacific is very large and diverse. Some parts of APAC (like China’s urban centers) 
are extremely advanced in digital payments, while others (like some Southeast Asian and 
South Asian markets) are still developing. Overall APAC had a recent slight contraction in 
revenue (down 1% in 2024), possibly reflecting economic cycles or margin compression 
in highly competitive local markets, but the long-term trend is still upward as millions of 
new users come online and adopt mobile payments each year. 

• Latin America, Middle East, and Africa are regions with strong growth potential as they 
leapfrog to mobile payments. Latin America saw double-digit growth (~11% in 2024), 
aided by rising card usage and fintech adoption in countries like Brazil. Africa and the 
Middle East are also rapidly modernizing their payment infrastructure, including 
widespread use of mobile money in parts of Africa. These emerging markets contribute a 
smaller share of global payments revenue today but are among the fastest-growing 
segments. 



 
 
 

 

From a transaction value perspective, if we focus specifically on consumer and business 
payments (excluding interbank wholesale flows), the global transaction value of digital payments 
was estimated around $10–15 trillion in 2024 and is forecast to reach tens of trillions more in the 
coming years. (Note: Different sources use varying definitions – some count only certain types of 
transactions. For instance, one report forecast the digital payment market transaction value to hit 
$32 trillion by 2024, likely focusing on retail payment flows.) 

Segments of the Market: It’s useful to delineate major segments within digital payments: 

• Consumer (Retail) Payments: These are payments made by individuals for purchases of 
goods and services. This segment includes e-commerce payments (online shopping on 
websites/apps), point-of-sale (in-store or in-person) electronic payments, bill payments, 
peer-to-peer transfers (like Venmo or Zelle in the US), and so on. Consumer payments 
have seen a dramatic shift towards digital in the past decade. For example, global e-
commerce as a share of total retail sales continues to climb; FIS projects that by 2025 
about 12% of global consumer spending will occur via e-commerce (up from ~9% in 
2021). Within in-person retail, cash is steadily declining: globally, cash represented about 
46% of all payment transactions (by number) in 2023, and that fell to 46% in 2024, 
meaning non-cash methods now account for the majority of transactions. Many countries 
have seen cash usage drop precipitously – e.g., Sweden reports cash is used for less than 
10% of transactions today. Meanwhile, contactless card and mobile wallet payments are 
becoming standard at physical stores. 

• Commercial (B2B) Payments: These are payments between businesses, such as supplier 
payments, corporate transactions, etc. Historically, many of these were done via bank 
transfers (ACH, wire, checks in the US, etc.). This segment is enormous in value – 
individual B2B transactions can be very large – but has been slower to digitize fully, 
especially for small businesses. That said, there’s a strong push toward electronic 
invoicing and payments in B2B for efficiency. Fintech companies and traditional banks 
are introducing more digital platforms for B2B payments (including virtual corporate 
cards, automated clearing house transfers, and blockchain trade finance pilots). By revenue, 
the global payments industry’s split is about half consumer and half commercial, though 
by number of transactions consumer far exceeds due to volume of small payments. 

• e-Commerce vs. Point-of-Sale: Another way to segment is by online/remote 
payments (card-not-present transactions on websites, in-app purchases, online bill pay) 
versus point-of-sale (POS) payments (payments made physically at a store or via a device 
on location). Both segments are going digital – POS payments now frequently use digital 
instruments like mobile wallets or tap-to-pay cards instead of cash. According to 
Worldpay’s Global Payments Report, digital wallets have already overtaken cards for e-



 
 
 

 

commerce in many regions, and are quickly gaining share at the POS as well. We will 
explore this more in the next section. 

As the embedded chart shows, Digital/Mobile Wallets are expected to account for 53% of global 
e-commerce transaction value by 2025, up from 49% in 2021. Credit cards’ share in e-commerce 
dips slightly (from 21% to 19%), and BNPL grows from a small base (3% to 5%). For point-of-
sale, wallets climb from 29% to 39% share globally, largely at the expense of cash, which is 
projected to shrink from 18% of POS payments in 2021 to just 10% in 2025. Debit and credit cards 
remain significant at POS (each around 22% in 2025), but the overall picture is one of digital 
methods steadily replacing cash and even traditional card swipes. 

 

Regional Variations: It’s important to note regional differences: 

• United States: The U.S. is one of the largest digital payments markets, with well-
established card networks and widespread card usage. Almost all growth in recent years 
has come from card-not-present (online) transactions and mobile wallets. Contactless 
card payments and mobile wallet (like Apple Pay) usage at stores have also risen after a 
slower start. The U.S. still uses checks for certain payments (especially B2B and 
government) more than most countries, but those are declining. Also, real-time bank 
payments (like Zelle for P2P, and the new FedNow for instant transfers) are developing. 
By 2025, one forecast expects about one-third of U.S. e-commerce payments to be via 
digital wallets – catching up to trends seen earlier in places like Asia. 

• Europe: Europe is quite heterogeneous. Northern Europe (Nordics, UK) show very high 
digital adoption and low cash reliance. Germany and some southern countries have been 
traditionally more cash-friendly, but even there, digital is rising. The EU’s push with PSD2 
has encouraged bank-based payments and open banking solutions. For example, the 
Netherlands’ iDEAL (an online bank transfer system) is used for the majority of Dutch 
online purchases. Overall, Europe sees a strong position for PayPal and cards online, but 



 
 
 

 

also local methods and a growing role for account-to-account payments. Contactless card 
payments are extremely common in Europe (often over 80% of card-present transactions). 
The Eurozone has also harmonized many payment processes (SEPA) which facilitates 
cross-border euro transactions. 

 

• Asia-Pacific: Asia is home to some of the most advanced digital payment 
ecosystems. China leads with its mobile wallet duopoly of Alipay and WeChat Pay – 
hundreds of millions of Chinese consumers use QR-code based mobile payments for 
everything, making China’s economy one of the most cash-light in the world. India has 
seen explosive growth in mobile payments thanks to the UPI real-time payment system and 
apps like PhonePe and Google Pay – in 2022 India was doing billions of UPI transactions 
per month, deeply cutting into cash usage. Southeast Asian nations are rapidly adopting 
wallets and super-apps (Grab, GoPay, etc.), often leapfrogging card infrastructure. That 
said, credit card penetration is lower in many APAC countries, so alternative digital 
methods fill the gap. Japan remains somewhat cash-heavy culturally but is slowly adopting 
more digital methods especially with government encouragement. 

• Latin America: Card usage and bank account access have historically been lower here, 
but fintech has boomed. For instance, Brazil’s Pix (an instant payment system launched by 
the central bank in 2020) saw massive uptake – tens of millions of Brazilians use Pix via 
mobile phones to pay each other and businesses, reducing cash dependence. Digital wallets 
and installment payment offerings (Latin America has a tradition of installment credit 
purchases) are increasing e-commerce affordability. Remittances (cross-border P2P 
payments, e.g. from US to Mexico) are also integrating digital channels (crypto, digital 
remittance apps). 

• Middle East & Africa: While trailing in some infrastructure, these regions innovate out 
of necessity. Kenya’s M-Pesa mobile money (via basic phones) has been a template for 
financial inclusion in Africa. Today, many African countries have comparable mobile 



 
 
 

 

money services enabling people to send money, pay bills, and buy goods digitally without 
a bank account. In the Middle East, Gulf countries are heavily card and cash-based but 
rapidly introducing digital wallet options; governments are pushing “smart society” 
initiatives for digital payments (e.g. Dubai’s Smart City). Overall, the growth rates for 
digital payments in many African and Middle Eastern markets are high as both the public 
and private sectors work to modernize payments and include more of the population. 

In summary, the digital payments market globally is large, growing, and dynamic. The broad 
trends are clear: cash is receding, and electronic methods – whether card-based, account-based, or 
mobile-based – are taking over. The COVID-19 pandemic gave an extra jolt to digital adoption 
(due to hygiene concerns and lockdowns), but the trajectory was already set. Now, businesses and 
payment providers are building on this foundation, seeking to capture the expanding volumes and 
find profitable models amid heavy competition and regulatory oversight. The next sections will 
delve into the specifics of payment methods and players driving this market. 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

2. Online Payment Methods 

Digital payments encompass a variety of methods, each with its own use cases, benefits, and 
adoption trends. In this section, we break down the major online payment methods – 
including cards, digital wallets, bank transfers, Buy Now Pay Later, and more – to see how 
each is evolving in the current landscape. 

Credit and Debit Cards 

Card payments (credit cards, debit cards, and prepaid cards) have been a cornerstone of online 
commerce since the early days of the internet. Customers enter their card number, expiration date, 
and security code at checkout, and the transaction is processed through global card networks (like 
Visa, Mastercard, American Express, Discover). 

• Usage: Cards remain one of the most widely accepted and used online payment methods, 
especially in North America and Europe. They offer familiarity and convenience to 
consumers, and immediate payment guarantee to merchants (minus fees). In the U.S., for 
example, the vast majority of online retailers accept credit/debit cards, and a large share of 
online spending still goes through them (though wallet services often link to cards in the 
background). According to industry data, credit and debit cards together accounted for 
roughly one-third of global e-commerce transaction value in 2021. By 2025 this share is 
forecast to dip slightly as wallets grow, but cards will still represent around 35–40% of 
online spending globally when combining credit and debit. In some categories (like high-
value travel purchases), credit cards are especially dominant due to their purchase 
protections and reward programs. 

• Trends: Several trends affect card usage online. Tokenization (mentioned earlier) is 
making online card payments more secure by substituting card numbers. Saved cards on 
file – where consumers store their card details with merchants or payment gateways for 
one-click future purchases – have become common, fueling repeat purchase convenience 
(e.g., Amazon’s 1-Click checkout stores your preferred card). On the flip side, the 
requirement of Strong Customer Authentication (SCA) in regions like Europe 
sometimes adds an extra step (like 3-D Secure verification via SMS or app) for card 
payments, which can cause friction if not implemented well. Card issuers and networks 
have refined these processes (e.g., introducing 3-D Secure 2.0, which is more mobile-
friendly and can often authenticate behind the scenes). Another trend is virtual card 
numbers or single-use cards for security: some banks let customers generate a temporary 
card number for online use to prevent exposing the real number. 



 
 
 

 

• Benefits & Challenges: For merchants, cards offer instant payment confirmation and 
typically faster settlement than invoicing or COD (cash on delivery). However, card 
processing comes with fees – usually a percentage of the transaction (~2-3% in many cases, 
plus per-transaction fees), which can eat into margins, especially for small businesses or 
high-volume low-margin sales. Chargebacks (customer disputes) are another challenge; 
merchants may face revenue loss and additional fees if transactions are reversed due to 
fraud or dissatisfaction. Additionally, not all consumers have credit cards (especially in 
developing markets or among younger demographics who prefer debit or other methods). 
Debit cards are more prevalent than credit cards in some countries, but online usage 
of debit cards has grown as banks enable them for e-commerce (often via the same 
Visa/Mastercard networks). 

In summary, cards are here to stay as a foundational payment method, but they are gradually 
ceding ground to alternative methods that can be more efficient or tailored to new consumer 
preferences. Businesses should continue to support cards (ensuring PCI compliance and using tools 
to minimize fraud) while also integrating newer methods alongside. 

Digital Wallets and Mobile Payments 

Digital wallets (also known as electronic wallets or e-wallets) have become a powerhouse in the 
online payment realm. A digital wallet securely stores users’ payment information (like card or 
bank details) and allows for fast checkout without re-entering data for each purchase. Many wallets 
also let users store balances or link to multiple funding sources. 

Some of the most popular wallet platforms include: 

• PayPal: One of the original digital wallets, PayPal allows users to pay using their PayPal 
balance, linked bank account, or linked cards. At online checkouts, a user can log into 
PayPal to pay, without sharing financial details with the merchant. PayPal is nearly 
ubiquitous on e-commerce sites worldwide and has around 430+ million active accounts. 
It’s especially favored for cross-border transactions thanks to its broad international 
presence. 

• Apple Pay and Google Pay: These are mobile wallets integrated into smartphone 
operating systems (iOS and Android, respectively). They tokenize card info and often use 
biometric auth (fingerprint or face) to authorize payments. Initially used mostly for in-
person NFC tap payments via phone, they are now widely accepted online/in-app as well 
– users can check out with Apple Pay or Google Pay on websites/apps that support it, which 
speeds up mobile transactions significantly (no need to type card numbers on a tiny screen). 



 
 
 

 

Apple Pay in particular has high adoption among iPhone users in the US and UK; as of 
2025 about 64 million Americans are projected to use Apple Pay. Globally, estimates 
suggest over half a billion people use Apple Pay and similarly large numbers use Google 
Pay. 

 

• Shopify Pay, Amazon Pay, etc.: Large commerce players have their own wallet-like 
services. Amazon Pay allows Amazon’s hundreds of millions of customers to pay on 
third-party sites using the payment info stored in their Amazon account. Shop Pay (from 
Shopify) speeds checkout on any Shopify-powered store by recalling billing/shipping 
details; it also offers installment payment options in some regions. While not “wallets” in 
the sense of separate apps, these facilitate one-click style payments across a network of 
sites. 

• Regional wallets: Many countries have homegrown wallets: e.g., WeChat Pay and 
Alipay in China (each with over 1 billion users), PhonePe and Paytm in India, GCash in 
the Philippines, M-Pesa in Kenya, Pix in Brazil (Pix isn’t exactly a wallet, but a real-time 
payment system accessible via banking apps and digital wallets). These often dominate 
local online payment markets. For instance, Alipay and WeChat Pay together handle an 
estimated 90+% of China’s online mobile payments, and in some Asian markets digital 
wallets are more common than credit cards. 

Why consumers love wallets: Convenience and speed are the big factors. A wallet means you 
don’t have to fetch your card or type a lot; at most you enter a password or use your device’s 
biometric to pay. This is particularly valuable on mobile devices, where typing is fiddly. Wallets 
also offer more seamless integration for in-app purchases. Security is another benefit: the merchant 
typically never sees your actual card or bank details (PayPal or Apple or whichever wallet handles 
that behind the scenes), and many wallets offer strong buyer protection or easy dispute resolution. 



 
 
 

 

Market share and growth: As noted earlier, digital wallets are on track to become the leading 
payment method globally for e-commerce. They already accounted for about 49% of global 
online transaction value in 2021 and are forecasted to reach 52–53% by 2025. This means over 
half of online spending worldwide might go through a wallet instead of directly via card or bank. 
In the Asia-Pacific region, this dominance is even more pronounced; wallets in many APAC 
countries are the default way people pay (bypassing cards altogether in some cases). In Europe 
and North America, wallet usage is climbing steadily. Europe, for example, has seen PayPal 
become the top online payment method in countries like Germany, and local wallets (like Italy’s 
PostePay or Sweden’s Swish) also contribute significant volumes. In the US, wallets (including 
PayPal, Apple Pay, etc.) are expected to be used in about one-third of online transactions by 2025 – 
a sharp increase from earlier years. 

 

At the physical point-of-sale, mobile wallets are also rising. Globally, digital wallets could capture 
nearly 40% of in-person transaction volume by 2025. In the US, Apple Pay leads the mobile wallet 
pack for in-store use – it’s estimated to account for a large majority of mobile wallet payments at 
retail. Many retailers have integrated wallets into their apps too (e.g., Starbucks’ app where 
customers preload funds – effectively a closed-loop wallet – is massively popular and actually 
handles more payment volume in the US than some major banks’ mobile apps). 

Challenges: Digital wallets are not without competition or issues. Not everyone wants to manage 
multiple wallet accounts, and some people still prefer direct card entry (especially older 
demographics not as used to wallets). There is also the issue of wallet interoperability – funds in 
one wallet often can’t easily be transferred to another or used outside that system (though standards 
and partnerships are slowly addressing this). For merchants, accepting a wallet sometimes means 
an extra agreement or different fee structure; however, many wallets ride on the card rails (e.g., 



 
 
 

 

Apple Pay ultimately charges the card, so merchants don’t pay more beyond normal card fees; 
PayPal, on the other hand, has its own fee schedule). 

From a business perspective, enabling the major wallets at checkout is highly recommended 
because it can boost conversion rates – customers are more likely to complete a purchase if their 
preferred wallet is an option. It also can bring in more mobile shoppers and international buyers 
(who might trust an intermediary like PayPal for cross-border transactions). Integration is usually 
straightforward via payment service providers. 

Bank Transfers and Direct Account Payments 

While cards and wallets get a lot of attention, traditional bank account payments remain a critical 
part of the online payments mix, especially outside the US. These include methods like: 

• Bank Transfers (Wire/ACH/SEPA): Customers directly send money from their bank 
account to the merchant’s account. In e-commerce, this might be done via an online 
banking module – at checkout, the customer is redirected to log in to their bank and approve 
a payment (a method common in parts of Europe, like the Giropay system in Germany or 
iDEAL in the Netherlands). It’s like a digital version of a bank wire or a direct debit but in 
real-time. 

• Direct Debit (Auto-Debit): The customer provides their bank account details and 
authorizes the merchant to pull funds (often used for subscriptions and bills). In the US, 
this is done via the ACH network (Automated Clearing House). In Europe, SEPA Direct 
Debit is used similarly. It’s not instantaneous (can take a day or two), but it’s reliable for 
recurring payments and typically has low fees. The downside is potential for returns if 
accounts have insufficient funds. 

• Real-Time Bank Payments: Newer systems enable instant account-to-account payments. 
Examples include UPI in India, Pix in Brazil, Faster Payments in the UK, and the pan-
European SEPA Instant. These can be leveraged in online commerce via API integrations 
or through proxy services (like a QR code or link that opens the user’s banking app to 
confirm payment). Such systems are often run or overseen by central banks and aim to be 
as quick as card networks but cheaper. They are still emerging in e-commerce but hold a 
lot of promise. The report mentioned that account-to-account payments via digital 
wallets are gaining popularity and taking share from higher-cost methods. 

• Buy Now, Pay Later via Bank: Some BNPL providers (discussed below) actually draw 
payments from the customer’s bank through direct debit. 



 
 
 

 

In certain markets, bank transfers are the #1 online payment method. For example, iDEAL (bank 
transfer) has historically been used in over half of Dutch online transactions. In other countries 
like Poland or Malaysia, bank transfer options are commonly offered at checkout alongside cards. 

Advantages for merchants: Bank payments can have lower processing fees (no card 
interchange). They also don’t expire like cards do, and can be accessible to customers who don’t 
have credit cards. For large payments (buying a car online, for instance), a bank transfer avoids 
the card limit issues. 

Downsides: Historically, bank payments have been less instant and lacked the convenience of 
cards/wallets. If not real-time, customers might not love waiting or trust that their money went 
through. Also, refunds via bank can be cumbersome compared to card refunds. But as instant 
payment infrastructure rolls out, some of these downsides diminish. There is also less of a safety 
net – bank payments are like cash; once sent, it’s harder to dispute or reclaim compared to credit 
card chargebacks (which protect consumers but shift liability to merchants). 

 

Nevertheless, open banking initiatives (particularly in the UK/EU) are driving adoption by 
forcing banks to allow third-party apps to initiate payments on behalf of users in a secure manner. 
This means new fintech apps can let a customer pay from their bank with just a few clicks – 
effectively creating a bank transfer that feels as easy as a wallet payment. Stripe, Adyen, and other 
processors now offer “pay by bank” options using these rails. 

Bottom line: bank-based methods will continue to be an important option, especially as they get 
modernized through tech and regulation. Companies should be aware of local banking payment 
preferences when targeting international markets. 



 
 
 

 

Buy Now, Pay Later (BNPL) 

Buy Now, Pay Later has emerged as a popular financing/payment option in online (and 
increasingly in-store) commerce. BNPL allows consumers to split a purchase into multiple smaller 
installment payments, often interest-free if paid on schedule. This is essentially a short-term micro-
credit extended at the point of sale. 

Key BNPL providers include Klarna, Afterpay (known as Clearpay in parts of 
Europe), Affirm, Zip, PayPal’s Pay in 4, and many others – some tied to specific retailers, others 
universally available. Even credit card issuers have started offering similar installment plan 
features on existing cards. 

Here’s how BNPL typically works: At checkout, the customer chooses the BNPL option and, if 
approved (usually via a quick soft credit check or data-driven decision by the BNPL firm), they 
pay a fraction of the total (say 25%) upfront. They agree to pay the remainder in a series of equal 
installments (for example, 3 more bi-weekly payments of 25% each). The merchant receives the 
full purchase amount (minus a fee) from the BNPL provider right away, and the provider then 
collects the remaining installments from the customer over time. The service often doesn’t charge 
the customer interest or fees as long as payments are on time; instead, the BNPL company makes 
money by charging the merchant a fee (often higher than standard card processing fees, which 
merchants are willing to pay if BNPL increases sales conversion) and sometimes by late fees from 
customers who miss payments. 

Consumer appeal: BNPL effectively lowers the barrier to purchase, especially for younger 
consumers or those without credit cards. It can make a high price tag seem more manageable (“only 
$25/month instead of $100 now”) and doesn’t typically require a hard credit pull or traditional loan 
paperwork. Gen Z and Millennials have adopted BNPL enthusiastically, sometimes preferring it 
to credit cards. It also can be used by people who don’t have or don’t want to use credit cards. 
During the pandemic, usage of BNPL soared as online shopping grew and some consumers sought 
flexible payment options. 

Market impact: Though still a small portion of total transaction value, BNPL is growing fast. 
Globally, as mentioned, BNPL is forecast to exceed 5% of e-commerce transaction value by 
2025 (up from a few percent in 2021). Certain sectors like fashion, electronics, and travel see 
higher BNPL usage. In markets like Australia (where Afterpay originated), BNPL is already quite 
mainstream. In the US and Europe, more and more major retailers have BNPL options at checkout. 
Some data from late 2022 indicated that between 10-20% of online shoppers had used BNPL at 
least once, and those numbers keep climbing. 



 
 
 

 

Considerations for businesses: Offering BNPL can potentially increase conversion rates and 
average order values – customers might buy more if they can pay over time. It can also attract 
customers who specifically seek out that payment flexibility. However, merchants should be aware 
of the fees (often 2-8% of the transaction, depending on the provider and agreement) and ensure 
their margins can absorb that. There’s also a bit of a risk if a BNPL provider denies too many 
transactions; unlike a credit card that’s up to the customer’s limit, BNPL providers make real-time 
lending decisions, so some orders might not be approved which could result in lost sales. But 
typically these providers want to approve as many as possible, within risk reason. 

From a consumer protection and regulatory standpoint, BNPL has started to face more scrutiny. 
Regulators worry some consumers might overextend themselves with multiple BNPL plans, since 
it’s easy to accumulate debt across different apps without a unified credit check. Countries like the 
UK are planning to bring BNPL under tighter regulatory oversight (ensure clearer disclosures, 
perhaps perform credit checks for larger amounts, etc.). Providers themselves are diversifying, 
offering things like virtual BNPL cards that can be used at any store, or partnering with credit 
bureaus to start reporting BNPL activity (to build credit history). 

 

All in all, BNPL represents the trend of embedded finance – integrating financing options 
seamlessly into the purchase experience. For companies selling discretionary goods or higher-
ticket items, it’s worth evaluating BNPL as part of the payment mix, as it might boost sales among 
certain customer segments. But they should also choose reputable providers and clearly present 
terms to customers to avoid any potential backlash over hidden fees or misunderstandings. 



 
 
 

 

Other Payment Methods 

Beyond the big categories above, there are a few other notable online payment methods: 

• Prepaid Cards and Gift Cards: These can be branded (Visa/Mastercard prepaid gift cards 
used like a regular card) or store-specific gift cards. Many people use them online; 
merchants just see them as card transactions usually. While not a major share of volume, 
they are popular for gifting and for unbanked consumers. 

• Cash-based Digital Payments: It may sound contradictory, but in some markets there are 
ways to pay online in cash. For example, cash voucher systems like Oxxo in Mexico or 
7-Eleven’s system in some Asian countries allow a customer to get a code online, go to a 
convenience store and pay cash, then the merchant ships the goods. These cater to those 
without digital funds. Their usage is declining as more people get digital access, but still 
relevant in certain regions or segments. 

• Cryptocurrency Payments: A few online merchants accept cryptocurrencies (like 
Bitcoin, Ethereum, etc.) as payment. Typically, a crypto payment is done via a wallet 
address or QR code, and the merchant might use a service like BitPay or Coinbase 
Commerce to instantly convert the crypto to fiat to avoid volatility risk. Crypto payments 
have niche appeal – for tech-savvy customers or for specific industries. Tesla accepting 
(and then suspending) Bitcoin for car purchases is an example of the mixed forays in this 
space. As of now (2025), crypto is a tiny fraction of online retail payments due to price 
volatility, tax implications, and regulatory uncertainties. However, stablecoins (cryptos 
pegged to stable values like USD) could see usage in cross-border contexts where they 
provide speed and low cost. Some companies also accept crypto as a marketing play, 
signaling they are cutting-edge. 

• Local Novel Methods: There are always new innovations. For example, social media 
payments (like paying via WhatsApp or Instagram directly), or telco mobile 
money (where your phone carrier account is charged for purchases – common for digital 
goods like app stores). These remain relatively small-scale in the broad context but matter 
in certain scenarios. 

In conclusion, the online payment method landscape is rich and varied. The dominance of any 
method differs by region, industry, and customer demographic. For a company operating online, 
it’s key to know your audience and local norms. If you only sell in the US, you can’t ignore 
cards and PayPal. If you sell in Southeast Asia, you’d better have wallet and bank transfer options. 
If your products are expensive or cater to younger buyers, BNPL might significantly boost sales. 



 
 
 

 

And no matter what, supporting at least one or two mobile-friendly payment options is critical as 
mobile commerce continues its ascent – by 2025, an estimated 60% of e-commerce will be done 
via mobile devices globally, so methods like wallets and one-click pay become vital on small 
screens. 

The next section will highlight the major players and platforms behind these payment methods – 
understanding who they are will further help companies decide which partners or options to 
leverage. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

3. Key Players and Platforms 

The digital payments ecosystem is powered by a variety of players, from tech giants and 
specialized fintechs to traditional financial institutions. In this section, we spotlight some of 
the key companies and platforms that businesses should be aware of, as they often serve as the 
backbone or intermediaries for online payments. We’ll categorize them into a few groups for 
clarity: Payment Service Providers (PSPs) and Gateways, Card Networks, Tech Giants’ 
Payment Platforms, and Other Notable Fintechs. 

Payment Service Providers (PSPs) and Gateways 

These are companies that provide merchants with the ability to accept multiple types of digital 
payments through one integration. They typically handle the technical connections to various 
payment methods, ensure security (tokenization, PCI compliance), and often provide value-add 
features like fraud screening and analytics. 

• Stripe: Stripe is a leading PSP that has become especially popular among online 
businesses, from startups to large companies like Shopify and Amazon (for some services). 
Known for its easy-to-use developer APIs and sleek tools, Stripe allows businesses to 
accept credit cards, debit cards, digital wallets (Apple Pay, Google Pay, etc.), ACH debits, 
and many local payment methods via one platform. Stripe has aggressively expanded 
globally, available in dozens of countries, and it offers services beyond payments (like 
billing, subscriptions, and even business lending). By 2025, Stripe reportedly processes on 
the order of $1.4 trillion in payments annually and holds a significant share of the online 
payments market – estimated around 21% globally (and higher in the U.S.). Its clients 
include a huge swath of the internet economy. For companies, Stripe is often a go-to choice 
for quick integration and scalability. 

• PayPal (Braintree): While PayPal is known for its wallet, as a company it also offers 
merchant services including Braintree, a PSP that PayPal acquired. Braintree is behind the 
scenes of many well-known apps’ payments (e.g., Uber, Airbnb originally used Braintree 
to accept cards and PayPal). It allows acceptance of cards, PayPal, wallets, and even local 
methods like Venmo (in the US). For merchants wanting to accept PayPal in their 
checkouts alongside other methods, integrating via Braintree can kill two birds with one 
stone. 

• Adyen: Adyen is a Dutch payment company that provides a unified platform for online, 
in-app, and in-store payments, primarily serving mid-size to large enterprises. Adyen’s 
strength lies in its direct connections to financial networks around the world, giving 



 
 
 

 

merchants high authorization rates and local acquiring benefits in different regions. It 
supports 250+ payment methods (from cards to AliPay to Klarna) via one system. Many 
big names use Adyen, including Netflix, Spotify, Etsy, and Microsoft. Adyen processed 
about €767 billion ($820B) in volume in 2022 and has continued to grow, even crossing 
€1 trillion in annual volume by 2023. Merchants like its transparent pricing and single 
platform approach (the name “Adyen” means “start again” in Surinamese, implying one 
platform from scratch). If you operate globally, Adyen is often on the shortlist for PSPs. 

 

• Worldpay / FIS, Fiserv, Global Payments: These are large traditional payment 
processors that handle massive volumes (especially for brick-and-mortar retailers, but also 
online). Worldpay (now part of FIS) is a major acquirer that merged with Vantiv and is 
among the biggest in both the US and UK. Fiserv operates the popular Authorize.Net 
gateway and powers many bank-provided merchant services. Global Payments (merged 
with TSYS) is another giant. They may not be as “trendy” as Stripe, but they power 
payments for countless businesses large and small. Many ecommerce merchants use these 
via their bank partnerships. They’ve been investing in modernizing tech and even 
partnering with fintechs to stay competitive. For instance, Authorize.Net (Fiserv) is a 
gateway used by many small businesses to connect their website to the card networks. 

• Checkout.com, Klarna, and other fintech PSPs: Checkout.com is a rising PSP (based 
in UK) focusing on enterprise online payments, with an emphasis on high-growth markets 
and a modular API similar to Stripe’s. It’s gained big clients in digital commerce and is 
one of Europe’s most valuable fintechs. Klarna, known for BNPL, also offers a full 
payments suite to merchants (processing cards and other methods, not just installments). 
There are also specialized gateways focusing on certain regions or verticals (e.g., 
CCAvenue in India, or crypto-friendly gateways, etc.). 



 
 
 

 

The key takeaway is that PSPs and gateways simplify payment acceptance for businesses. Rather 
than connecting to each card network and payment method individually (an enormous 
undertaking), companies can integrate with a PSP like Stripe or Adyen and instantly have access 
to a broad array of options. When choosing a provider, businesses weigh factors like fees, 
supported payment methods, ease of integration, reliability, customer support, and additional 
features (fraud tools, subscription management, etc.). 

Card Networks and Issuers 

At the core of many payments are the card networks: Visa, Mastercard, American 
Express, Discover, and a few regional ones (like Japan’s JCB or China’s UnionPay). These 
entities don’t issue cards themselves (except Amex issues directly and via bank partners); rather, 
they operate the global networks that connect banks, enabling a Visa card from Bank X to be 
accepted by a merchant using Bank Y, anywhere in the world. 

• Visa and Mastercard: These two are by far the largest, each handling trillions of dollars 
in transactions annually across credit, debit, and prepaid cards. For instance, Visa alone 
processed about 164.7 billion transactions in 2022, accounting for over $14 trillion in 
payment volume. They have near-universal acceptance globally (though UnionPay 
dominates in China domestically). Mastercard is similar in reach. Both companies have 
been actively investing in digital innovations: tokenization services (e.g., Visa Token 
Service, Mastercard Digital Enablement Service), contactless technology, real-time 
payment networks (Visa acquired Earthport for ACH/real-time push payments; Mastercard 
acquired Vocalink which runs the UK Faster Payments). They also have programs for 
fintech partnerships and even crypto card integrations. For businesses, Visa and Mastercard 
rules and fee structures (interchange, etc.) influence costs. But from a consumer standpoint, 
a Visa or Mastercard logo on a card means it’s widely usable online and offline worldwide. 

 



 
 
 

 

• American Express: Amex is both a network and an issuer (it issues cards directly to 
consumers in many cases, acting as the bank). Amex cards have a strong presence in North 
America especially for corporate and affluent consumers (with rewards programs like 
Membership Rewards). Amex transactions carry higher fees typically, and not all 
merchants accept Amex due to those fees, but it’s an important segment (in the US, Amex 
accounts for a significant share of credit card spend, especially in travel and entertainment 
categories). Amex has also branched into offering its network for third-party bank issuers 
in some countries and provides services like fraud prevention tools. 

• Discover and Others: Discover (and its sister network Diners Club) is smaller globally 
but is accepted in many places; Discover also partners with other networks to extend 
acceptance (for example, a Discover card might run on UnionPay network in Asia). 
China’s UnionPay is actually the world’s largest card scheme by number of cards (billions 
issued within China), but internationally Chinese travelers often rely on UnionPay 
acceptance or co-badged Visa/Mastercard. JCB is significant in Japan and some parts of 
Asia. For a business mainly selling to domestic US or Europe, these matter less except to 
ensure you offer at least one of the big 4 logos (Visa/MC/Amex/Discover). For catering to 
Chinese customers, offering UnionPay or Alipay would be key. 

While card networks are not something companies choose (customers come with whatever card 
network they have), understanding their role is useful. They set many of the security 
standards (EMV chips, 3-D Secure for online, tokenization protocols), and they offer incentive 
programs (sometimes marketing funds to encourage merchants to promote a network’s usage, 
etc.). They also impose rules on merchants (e.g., how surcharges can be applied, how disputes are 
handled). 

Increasingly, card networks present themselves not just as payment rails but as technology 
companies enabling all sorts of payment flows (including B2B, government, etc.). Visa and 
Mastercard have made acquisitions in open banking, real-time payments, fraud AI, and more to 
ensure they remain central even as new forms of payment emerge. 

Tech Giants’ Payment Platforms 

Major technology companies, especially those with large consumer ecosystems, have developed 
their own payment platforms: 

• Apple Pay: We discussed Apple Pay as a method. From a player perspective, Apple 
doesn’t process payments end-to-end (it partners with banks and networks), but it has 
tremendous influence through its hardware and software integration. Apple’s focus is user 



 
 
 

 

experience and security (biometrics, device cryptography) – making payments so seamless 
on an iPhone or Apple Watch that users default to Apple Pay. With an estimated 65+ 
million U.S. users in 2025 and usage in over 70 countries, Apple Pay’s network is 
significant. Apple also launched the Apple Card (a credit card with Goldman Sachs in the 
US) and Apple Pay Later (its entry into BNPL, currently for Apple users). For businesses, 
supporting Apple Pay can improve checkout conversion on Apple devices. Apple charges 
no direct fee to merchants for Apple Pay; it’s essentially another way to accept the 
underlying card, but Apple charges the card issuers a small fee. 

 

• Google Pay: Google’s equivalent wallet works across Android devices and on the web 
(and recently merged with Google’s old Tez app in India). Google Pay has hundreds of 
millions of users globally as well (particularly due to India’s UPI version of Google Pay 
which is extremely popular). Google’s strategy is to make payments part of its broader 
Android and services ecosystem (including loyalty offers, transit passes, etc.). It’s 
important on Android-heavy markets. 

• Samsung Pay: Another OEM wallet primarily used on Samsung devices, notable for 
having had technology to mimic magnetic stripe signals (for terminals that didn’t accept 
NFC, though that tech is less needed now as NFC is common). 

• Amazon: Amazon both accepts all sorts of payments on its platform and runs Amazon 
Pay for external merchants. Amazon has huge scale – over 300 million active customer 
accounts with cards on file. They haven’t gone so much into in-person payments (apart 
from whole foods integration maybe) but online they are a giant. Amazon Pay is basically 
offering that stored card as a wallet for other sites. For any retailer, though, Amazon is 
more competitor than partner typically, unless using their marketplace. 



 
 
 

 

• Meta / Facebook: Facebook (now Meta) has payments integrated into its platforms 
(Facebook Pay, now called Meta Pay). It allows peer-to-peer payments in Messenger, 
payments for Facebook Marketplace, donations, etc. Meta Pay can also be accepted by 
some ecommerce sites or game developers to let users pay with their Facebook stored 
details. With Instagram and WhatsApp commerce growing (WhatsApp has rolled out 
payments inside the app in some countries, like India and Brazil, often using local bank 
integrations), Meta is another sleeping giant in payments. They even attempted a 
cryptocurrency (Libra/Diem) which was shelved after regulatory pushback. 

The tech giants have the advantage of scale and user engagement. They can embed payment 
functions into popular services (like iPhones, Android phones, WhatsApp chats, etc.), making it 
convenient for users to pay without switching context. For companies, partnering or enabling these 
can tap into that ease-of-use. For example, if you sell via Instagram Shops, you’ll be using Meta’s 
payment tools; if you have an app on iOS selling digital content, you’re forced to use Apple’s in-
app purchase system (with its fees). So sometimes using these platforms isn’t optional. 

We should also mention blockchain and fintech disruptors briefly: 

• Cryptocurrency Platforms: Companies like Coinbase, BitPay, Binance etc., provide 
ways for merchants to accept crypto or for consumers to pay in crypto. They are not 
mainstream players for everyday payments (more for niche use or crypto-specific 
commerce). But some businesses dealing in digital goods or appealing to crypto enthusiasts 
may integrate these. 

• Central Bank Projects: Not companies, but central banks (like the People’s Bank of 
China with the digital yuan, or European Central Bank exploring digital euro) could 
become “players” if they issue digital cash. Though the distribution would likely still 
involve private-sector wallets or bank interfaces. 

Finally, buy now, pay later providers (already discussed in methods) like Klarna, Afterpay, 
Affirm are key players in their domain. Klarna, for instance, is a significant fintech out of Sweden 
that not only offers BNPL but has millions of app users who shop through Klarna’s app. Afterpay 
(Australian origin, now owned by Block/Square) has huge penetration in Australia and is popular 
among young shoppers in the US as well. Affirm (US-based) partners with many big merchants 
(and even powers Shopify’s Shop Pay Installments). These companies have valuation and revenue 
in the billions, indicating how important the new credit models have become within payments. 

Industry Power Dynamics: One interesting dynamic is how partnerships and competitions 
overlap. For example, PayPal runs on top of Visa/Mastercard (links to cards), yet Visa and 
Mastercard also see PayPal as a competitor to some extent. Apple Pay uses the card networks and 



 
 
 

 

banks, but Apple’s control of the customer interface gives it bargaining power (banks reportedly 
pay Apple 0.15% of an Apple Pay credit card transaction for the privilege). Tech companies like 
Apple and Google have so far collaborated with existing networks rather than bypass them – their 
goal is to enhance device appeal, not become banks. However, if one day they decided to create, 
say, their own “Apple Coin” or more direct payment system, that could disrupt things heavily. 

For businesses making decisions: 

• If you want a one-stop solution: you’ll likely use a PSP/gateway (Stripe, Adyen, etc.) 
which indirectly connects you to all needed players. 

• If you process enough volume and want to optimize fees: large merchants sometimes 
connect directly to acquirers or even become their own payment facilitators. But that’s 
complex. 

• In any case, awareness of who the major players are helps in negotiations and strategy. For 
instance, knowing that PayPal has such a large user base might encourage you to emphasize 
it on your site. Or knowing that Stripe and Adyen focus on slightly different segments 
(Stripe on developer-friendly SMBs, Adyen on big multi-nationals, albeit both overlap 
now) might influence who you call. 

To wrap up: the payments industry’s key players form a network of partnerships. A single online 
payment often involves multiple parties – e.g., a customer’s bank (issuer), the card network, the 
merchant’s PSP/acquirer, and perhaps a wallet provider on top. Each takes a slice of the pie. 
Competition is intense, and innovation is constant, often driven by new entrants. Next, we will 
examine how consumers are behaving amid all these options and innovations. 

 

 

 

 

 



 
 
 

 

4. Consumer Behaviour Trends 

Understanding consumer behavior is critical in the realm of online payments. As technology and 
options multiply, consumers’ expectations and habits are evolving. This section explores how 
consumers are interacting with digital payments: what they prefer, what concerns them, and how 
their shopping and payment behaviors are shifting. 

Several key trends stand out: 

Nearly Universal Adoption of Digital Payments 

In developed markets, using digital payments has become almost universal. A recent survey in 
2024 found that about 92% of U.S. consumers had used some form of digital payment in the past 
year (whether online, in-app, or a contactless in-store method). Europe showed similar numbers, 
roughly nine in ten consumers using digital payments. This is a stark contrast to, say, 10 or 15 
years ago when cash and checks still played a larger role in many people’s lives. Now, even 
demographic groups that were slower to adopt (older consumers, or segments who distrusted 
digital channels) have been increasingly swayed by the convenience and sometimes necessity (as 
some services become digital-only). 

 

What this means for companies: Customers largely assume you offer digital payment 
options. If a business were to be cash-only or not accept common payment cards/wallets, it would 
be seen as an inconvenience or even a reason to avoid the business. For online businesses, it’s a 



 
 
 

 

given that payments are electronic, but the point is that consumers are very comfortable with that 
arrangement by now. 

Shift to Mobile and In-App Purchases 

Consumers are moving from desktop to mobile devices for both browsing and buying. Mobile 
commerce (purchases made on smartphones or tablets) is the fastest-growing channel. By 2025, 
it’s estimated that roughly 60% of e-commerce transactions globally will occur on mobile 
devices (either through mobile websites or, increasingly, through native apps). 

Key factors in this trend: 

• App Culture: Many large retailers and service providers have native apps that customers 
prefer for a smoother experience (e.g., Amazon, Uber, Starbucks). These apps often 
integrate stored payment credentials for one-touch payments – think of hailing a ride on 
Uber and not even thinking about payment, it’s just charged to your card on file. Or 
ordering food via DoorDash where payment is seamless in-app. 

• Social Commerce: Platforms like Instagram, TikTok, and Pinterest are enabling shopping 
features. A user might discover a product on social media and directly purchase without 
leaving the app, using saved payment info (like Instagram’s Checkout feature, which uses 
Meta Pay). This blurs the line between browsing and buying, and it’s predominantly a 
mobile-native experience. 

• In-App Subscriptions: Beyond retail, many consumers pay for digital subscriptions 
(Netflix, Spotify, news apps, etc.) through in-app payments on their phones. Both Apple 
and Google have massive revenue from their app store payment systems. Younger people 
in particular expect to be able to subscribe or buy digital goods with a fingerprint or face 
scan on their phone, rather than through a lengthy form. 

From the business side, this means optimizing the mobile payment experience is crucial. 
Consumers have little patience for clunky mobile checkouts. They will happily abandon a cart if 
the experience is too cumbersome on a phone. Retailers have seen significant improvements in 
conversion by implementing mobile wallets (Apple Pay, Google Pay) because it cuts down 
checkout time dramatically. Also, designing interfaces that minimize typing (auto-fill addresses, 
etc.) caters to this behavior. 



 
 
 

 

Demand for Convenience and Speed (Frictionless Payments) 

Today’s consumer has been trained by the likes of Amazon’s one-click ordering and Uber’s 
invisible payments. The expectation is that paying should be as easy as tapping a button – or even 
automatic and invisible. Friction (like entering long card numbers, or dealing with redirects to 
banking sites) is increasingly a turn-off. 

 

Some manifestations of this: 

• One-Click and Stored Details: Many shoppers now save their details with merchants or 
use wallet services so that repeat purchases are nearly instant. They appreciate sites that 
remember them (provided the security is solid) to avoid re-entering info. Guest checkout 
is still offered, but even there, auto-fill and scan-card-with-camera features are used to 
expedite things. 

• Subscription and Auto-Pay Growth: More consumers are opting for subscription models 
for goods (from streaming media to monthly dog food deliveries). Automatic recurring 
payments that they set and forget are popular because they eliminate the friction of re-
purchasing or manually paying each time. Businesses can capitalize on this by offering 
subscriptions or memberships where appropriate. 

• Contactless and Wearables: In-person, the rise of contactless card payments and mobile 
wallet tap-to-pay is a reflection of consumers’ preference for speed. They’re increasingly 



 
 
 

 

comfortable with new form factors – paying with a smartwatch or a fitness band, for 
instance, if it saves time. In some cities, people can pay transit fares by just tapping their 
phone or card, which creates an expectation that all payments can be that quick. 

Contextual or background payments are another concept: for example, devices like Amazon 
Echo (with voice ordering) or smart appliances that auto-order supplies when running low (fridge 
ordering milk) – these are not mainstream yet, but they indicate a direction where the consumer 
might not even actively “pay” each time; they set rules and the system handles it. The consumer 
just ensures their accounts are funded. 

Trust, Security, and Privacy Concerns 

Even as consumers embrace digital payments broadly, they do have concerns about security and 
privacy. High-profile data breaches and increasing cybercrime have made people more aware of 
risks. Trust is a big factor in choosing what payment methods to use and where to shop. 

Some observed behaviors: 

• Trust in Brands: Consumers tend to trust known payment brands and technologies. For 
example, many feel more comfortable using PayPal on a smaller merchant’s site than 
giving their card details directly, because they trust PayPal’s security. Similarly, some 
prefer Apple Pay because it’s seen as secure (due to device-level security and Apple’s 
privacy stance). This is one reason to offer these methods – they can increase conversion 
by alleviating security fears. 

• Security Measures Acceptance: Consumers have become more accustomed to two-factor 
authentication (e.g., receiving an SMS code or using a banking app to approve a 
transaction) especially in Europe after SCA regulations. Initially there was grumbling 
about extra steps, but surveys show consumers do value the peace of mind. Many banks 
now advertise their $0 fraud liability and advanced fraud monitoring to assure users. 
Biometric authentication is also generally liked – a Visa study a couple years back noted 
that majorities of consumers find biometrics (fingerprint, face) more convenient and at 
least as secure as passwords/PINs. 

• Privacy Expectations: With data privacy laws in place, consumers are more aware of how 
their data might be used. They often want transparency – e.g., clear communication if a 
recurring payment is about to be taken (to avoid feeling “tricked”), or options to control 
how their data is stored. Companies have responded with things like easy refund policies 



 
 
 

 

(to build trust in case something goes wrong) and visible security badges/copy on websites 
(“Secure checkout – your data is encrypted” etc.). 

• Reluctance for New/Unknown Methods: Paradoxically to the above trend of adoption, 
some people remain cautious about any new payment method that isn’t widely proven. For 
instance, certain older customers may stick to cards and avoid wallets or BNPL, fearing 
those might be scams or less protected. It takes time and exposure to change that – which 
is happening as these services advertise and peers use them. 

Overall though, trust is earned by consistent, secure performance. A single bad experience 
(fraudulent charge, or a hack of a retailer’s database that exposed their info) can make a consumer 
regress to what they perceive as safer options. 

Multi-Channel and Integrated Experiences (Omnichannel) 

Consumers increasingly expect seamless payment experiences across channels. For example: 

• They might window-shop on a phone, add to cart on a laptop, and then want to complete 
the purchase in a physical store – and expect their online cart or loyalty points to carry 
over. 

• They order online but pick up in store (BOPIS – buy online, pick up in-store), and might 
add an item at pickup to pay there. They prefer if that can be one transaction and their 
online payment can be easily adjusted or integrated. 

• Returns might be initiated online and refunded in-store or vice versa, requiring backend 
integration of payments. 

This omnichannel behavior pushes merchants to unify their payment systems. Some retailers are 
enabling features like scan and pay (customers scan items in store with phone, pay in app, just 
show a confirmation and leave – avoiding checkout lines). Others use universal gift cards or 
store credit that works online and offline. 

From the consumer angle, the less they have to think about the channel switch, the better. They 
see the brand as one entity. Starbucks is a famous example: you can order ahead on the app, pay 
via the app, pick up in store – their loyalty/payment system knits everything. Many consumers 
now expect similar convenience broadly. 



 
 
 

 

Preference for Specific Payment Types by Demographics 

Different demographic groups are showing distinct preferences: 

• Young adults (Gen Z and Millennials): They are at the forefront of adopting new 
payment tech. Higher usage of mobile wallets, P2P payment apps (Venmo, Cash App in 
the US – where sending money to friends is almost a social activity as much as a utility), 
and BNPL services. Surveys show a strong affinity for tap-to-pay and app-based 
payments in this cohort. They also are less likely to have traditional credit cards (especially 
Gen Z who may not qualify yet or are wary of debt), hence the appeal of BNPL and debit-
based solutions. 

 

• Older consumers (Gen X, Boomers): This group has broadly adapted to digital payments 
too (especially due to necessity during COVID lockdowns), but they have more entrenched 
habits. Many still default to credit cards (often for rewards or simply because they trust 
them). They may be more concerned about security – e.g., some might avoid storing card 
info on too many sites or might not trust a mobile wallet as readily. However, as interfaces 
become simpler and their own banks promote these tools, adoption is increasing. It’s also 
notable that older generations control significant spending power, so their comfort with 
digital payments has been a big factor in overall growth. 

• Unbanked/Underbanked segments: In various countries, segments of the population 
don’t have full access to banking or credit. These consumers have benefited from mobile 
money (in developing markets) or alternatives like prepaid cards. In the US, for example, 
some individuals use prepaid debit cards to shop online or pay bills because they avoid 
credit. Younger tech-savvy underbanked might use digital wallets funded by cash (some 
wallets allow adding cash via a retail location). Businesses should keep in mind inclusion: 



 
 
 

 

e.g., if you only take credit cards, you might exclude customers who only have debit or 
prepaid. 

Starting the Shopping Journey in New Ways 

One interesting insight from the McKinsey survey is that more consumers, especially younger 
ones, initiate their shopping journey via payment-oriented platforms like BNPL marketplaces 
or deal aggregators. For example, instead of going directly to a retailer’s site to browse for an item, 
a consumer might open Klarna’s app or a BNPL portal that shows a directory of stores and offers, 
and start shopping from there. Or they might search for a coupon or cashback via PayPal’s Honey 
extension and navigate from there. This means payment providers themselves are becoming a sort 
of gateway to shopping (blurring the line between payment and discovery). 

Also, “super-apps” or ecosystem apps (especially in Asia) incorporate shopping, social, and 
payment in one. In China, people discover products on Xiaohongshu (Red) or WeChat moments 
and pay within WeChat. In the West, the super-app concept is less developed but companies like 
PayPal are adding more shopping tools, and social media adds checkout – all indicating that the 
payment mechanism can influence where and how people shop. 

For businesses, this implies that partnership with or presence on these payment-centric discovery 
channels could drive sales (like having your store appear in Afterpay’s app’s directory of 
merchants, or ensuring your social media is shoppable). It also means the traditional marketing 
funnel is changing – if the first touchpoint is a payment app or an influencer on a social platform 
with integrated pay, merchants must adapt strategies to capture those customers. 

Increasing Use of Peer-to-Peer (P2P) Payments 

While P2P payments (like sending money to friends/family) may not directly involve businesses, 
they are worth noting as a consumer behavior change. Services like Venmo, Cash App, Zelle, 
WeChat Pay (for P2P in China), etc., have made sending money as simple as texting. This has 
normalized the idea of digitally transferring even small amounts of moneybetween individuals. It 
also bleeds into small business payments; for instance, some people pay their neighborhood 
handyman or babysitter via these apps. In emerging markets, P2P mobile money sometimes 
doubles as consumer-to-merchant payment for micro-businesses (like paying the market vendor 
via mobile phone). 

The P2P trend has done two things: habituated people to cashless living (splitting a dinner bill with 
no cash exchanged) and raised expectations for instant transfers. It’s possible that as people get 
used to immediate funds when they send to a friend, they will expect faster refunds from merchants 



 
 
 

 

or faster withdrawals from their accounts when cashing out balances (pressure on businesses to 
perhaps adopt instant pay-outs for sellers/drivers in gig platforms, etc., using tools like Visa 
Direct). 

 

In summary, consumers today are digital-first, mobile-centric, and convenience-driven in 
their payment behavior. They are open to new ways of transacting as long as it makes their lives 
easier or offers a clear benefit (cost savings, rewards, etc.), but they also hold high standards for 
security and seamlessness. They don’t think in silos of “online vs offline” or “shopping vs paying” 
– they just want the entire experience to be integrated and smooth. 

Businesses need to keep a pulse on these behavior trends to align their payment offerings. The 
companies that succeed in providing a frictionless yet trustworthy payment process will likely earn 
more customer loyalty and spend. Next, let’s extend our focus beyond domestic transactions and 
examine the world of cross-border payments – which introduces another layer of complexity and 
opportunity in the digital payment arena. 

 

 

 

 

 



 
 
 

 

5. Cross-Border Payments 

In an increasingly globalized economy, many businesses – from large enterprises to small online 
sellers – engage in cross-border transactions. Cross-border payments refer to transactions where 
the payer and the recipient are in different countries, often involving different currencies and 
banking systems. This encompasses a wide range: consumers buying from foreign websites, 
businesses paying overseas suppliers, remittances sent by individuals to family abroad, etc. 

Cross-border payments have historically been more complex, costly, and slower than domestic 
payments. However, significant changes are underway with new technologies and collaborations 
aiming to make international transactions as seamless as local ones. Let’s break down key aspects: 

Market Size and Importance 

The cross-border payment flows are enormous in value. One analysis (by FXC Intelligence) 
estimated the total addressable cross-border payments market at $194.6 trillion in 2024, projected 
to grow to $320 trillion by 2032. This figure likely counts business, consumer, and interbank 
flows all together. It underlines that a huge portion of global economic activity involves money 
moving across borders – from multinational trade deals to migrant workers sending small sums 
home. 

 

For businesses, cross-border capability opens up new customer markets and supply sources. E-
commerce has allowed even small merchants to reach customers overseas via marketplaces like 
eBay, Amazon, AliExpress, Etsy, etc. In fact, cross-border e-commerce is a multi-trillion dollar 



 
 
 

 

market on its own and growing, as consumers are increasingly comfortable buying from 
international sellers if they find unique products or better prices. 

Challenges in Cross-Border Payments 

Despite digital advancements, several pain points exist: 

• Higher Fees: International payments often incur multiple fees – currency conversion (with 
a markup on exchange rate), banking charges on both sender and receiver side, 
intermediary bank fees (for wire transfers through SWIFT, multiple banks might take a cut 
as the payment hops between them). For example, sending a traditional wire transfer abroad 
might cost $30-50 in fees plus a less favorable exchange rate. For small payments, that’s 
prohibitive; even for large ones, businesses seek to reduce these costs. 

• Slower Settlement: A domestic electronic transfer can be instant or same-day; cross-
border can still take 1-5 business days if going through legacy systems. SWIFT transfers 
often take a couple of days because they may pass through several banks’ operational 
processes and cut-off times. This slowness is a problem when urgency is needed or for 
managing cash flow. It’s also unpredictable; sometimes senders aren’t sure exactly when 
the funds will clear or what amount will arrive after fees. 

• Transparency and Tracking: Many users of traditional cross-border payment methods 
complain that it’s hard to know where the payment is in the process or what fees exactly 
will be deducted along the way. Unlike a parcel with a tracking number, a wire can feel 
like it disappears into a black box until confirmation comes. This is improving with 
initiatives like SWIFT gpi (global payments innovation), which gives end-to-end tracking 
on many SWIFT transfers now. Still, transparency is a focus area for improvement. 

• Access and Inclusion: Not everyone has the means to send or receive money 
internationally easily. Some smaller businesses might not have cost-effective cross-border 
banking. Individuals in certain countries might not have bank accounts and rely on 
expensive cash remittance services. There’s also regulatory overhead – e.g., you might 
need to fill forms for anti-money laundering if amounts are big. 

• Regulatory and Compliance Differences: Each country has its rules (like limits on 
moving money out, or necessary documentation). Payment providers have to comply with 
anti-money laundering (AML) and know-your-customer (KYC) rules, sanction lists, etc. 
Cross-border adds complexity here because regulations vary, requiring careful checks so 
as not to violate any international sanctions or capital controls. 



 
 
 

 

• Currency Risk: When currency exchange is involved, there’s risk of rate fluctuations 
between sending and receiving, especially if there’s a delay. Businesses might have to 
hedge if dealing regularly in multiple currencies. 

Trends and Innovations Improving Cross-Border Payments 

Several developments are making cross-border payments faster, cheaper, and more accessible: 

• Fintech Remittance Providers: Companies like Wise (formerly TransferWise), 
Revolut, Remitly, WorldRemit, Payoneer, and others have made sending money abroad 
easier and typically cheaper than traditional bank wires. Wise, for instance, uses a peer-to-
peer matching model to offer exchange rates very close to mid-market with a small 
transparent fee, and transfers often complete within a day. These services largely target 
smaller payments (consumer and SME), including freelancers getting paid internationally. 
Payoneer provides global payout accounts where marketplaces (like Upwork or Amazon) 
can pay someone in their local currency, and the user can withdraw or spend via Payoneer’s 
card. 

• Wallets and Super-Apps: In some regions, mobile wallets allow cross-border transfers. 
For example, China’s Alipay can be used by Chinese tourists abroad in some locations; 
Indian mobile payment apps are exploring interoperability for NRIs (non-resident Indians) 
to pay Indian shops from abroad. WeChat Pay and AliPay have tied up with foreign 
payment processors to allow usage outside China in local currency. Western wallet players 
(PayPal, etc.) also facilitate cross-border in the sense that if both parties have PayPal, they 
can send internationally relatively easily (PayPal will handle conversion). 

• Real-Time Payment Network Linkages: There is active work on connecting domestic 
real-time payment systems across borders. For example, Singapore’s PayNow and 
Thailand’s PromptPay systems are connected – allowing someone in Singapore to send 
money to someone in Thailand using just a mobile number, seamlessly converting SGD to 
THB. Similar linkages are planned or live between other ASEAN countries, and also 
discussions of linking European SEPA Instant with other regions. Another example: the 
EU’s SEPA zone itself is a model – within the Eurozone, cross-border euro transfers are 
handled like domestic thanks to unified rules (though it’s one currency; bigger challenge 
when currencies differ). 

• Blockchain and Distributed Ledger: A lot of experimentation and some real-world use 
of blockchain for cross-border exists. Ripple, for instance, built a payment network aiming 
to settle international payments in seconds using its XRP cryptocurrency as a bridge asset. 



 
 
 

 

Some banks trialed it, though broad adoption is limited. Nonetheless, stablecoins (crypto 
tokens pegged to fiat currencies, like USDC or USDT for the US dollar) are being used for 
international transfers in some contexts – e.g., some remittance companies use stablecoins 
on the backend to move funds more quickly, then cash out to local currency for recipients. 
Even Visa and Mastercard have piloted using stablecoins for settlement of transactions 
between each other. One reason crypto can help is it operates 24/7 with no cut-off and can 
be near-instant; however, volatility (for non-stablecoins) and regulatory acceptance are 
challenges. 

 

• G20 and Central Bank Initiatives: The G20 (group of major economies) has a roadmap 
for enhancing cross-border payments aiming to achieve significant improvements in cost, 
speed, and transparency by 2027. Central banks and bodies like the Financial Stability 
Board are working on issues like harmonizing data standards, promoting competition in 
currency exchange, and perhaps even issuing CBDCs (central bank digital currencies) that 
could simplify cross-border flows if countries’ CBDCs interoperate. For example, 
experiments have been done with multiple countries’ central banks using a common 
platform to swap digital currencies for settlement (called m-CBDC bridge project, 
involving Thailand, Hong Kong, UAE, and China). 

• SWIFT gpi and ISO 20022: SWIFT’s gpi initiative has drastically improved the legacy 
wire system by forcing participating banks to provide same-day (often within hours) credit 
on the receiving end, fee transparency, and end-to-end tracking. Now many international 
transfers via SWIFT arrive much faster than before, with the sender able to see when it was 
delivered. Also, the adoption of the ISO 20022 messaging standard (a richer data format 
for payments) by SWIFT and many payment systems helps carry more information with a 
payment, which improves compliance checking and reconciliation, indirectly speeding 
things up. 



 
 
 

 

• Card Networks for Cross-Border P2P: Visa’s Visa Direct and Mastercard’s Send are 
services enabling cross-border transfers to a debit card in another country. For instance, 
you could send money to someone’s Visa card number and the funds will appear in their 
bank account linked to that card. This leverages card infrastructure for remittances and has 
near-real-time capability. It’s not as widely known to consumers directly, but some 
remittance fintechs ride on these rails. 

Regional Considerations: 

• North America <-> Europe: Generally well-served corridors due to mature banking links, 
though costs can still be high through banks. Fintechs have made inroads, e.g., Wise is 
popular for US-UK or UK-Europe transfers. PayPal is also heavily used for transatlantic 
personal payments (though it charges a fee and a spread). 

• USA <-> Developing Countries: Remittances from the US to Latin America (like US to 
Mexico) are huge. Traditional players like Western Union, MoneyGram are big, but 
increasingly digital players (Remitly, Xoom, even crypto ATMs) compete. The cost of 
sending remittances has fallen but is still on average ~6% of the send amount globally; the 
UN has a target to reduce this to 3%. Mobile wallets on the receiving side (like MPesa in 
Kenya or bKash in Bangladesh) have partnered with remittance providers to allow direct 
deposit into a mobile account, which is faster and safer than cash pickup. 

 

• Intra-Europe: Eurozone payments are easy thanks to SEPA – a French company paying 
a German supplier in euros is just a domestic transfer effectively. But paying from a Euro 
country to, say, UK (post-Brexit) or to Eastern Europe with different currencies brings back 



 
 
 

 

the usual challenges (though European fintechs like Revolut allow individuals to send 
money across currency easily within their app). 

• Asia: Asia has many high-volume corridors (e.g., workers from South Asia and Southeast 
Asia working in Middle East or Singapore/HongKong and sending money home). Here, 
mobile penetration is high so digital solutions have a lot of uptake. China’s strict capital 
controls mean sending money out of China is difficult through informal channels; 
conversely, Chinese consumers buying abroad often rely on UnionPay or Alipay’s cross-
border e-commerce channels that do currency conversion. India is the world’s largest 
recipient of remittances (over $80 billion annually inbound) – lots of innovation has gone 
into lowering costs there. 

• Africa: Africa’s cross-border payments are often expensive because of currency 
convertibility issues and less banking connectivity. But mobile money operators are 
starting to connect across borders (e.g. MTN and Orange enabling transfers between their 
mobile money networks in different African countries). Pan-African payment initiatives 
are also in discussion. 

What Companies Need to Know 

If you’re a business dealing cross-border, consider: 

• Local Payment Preferences: Consumers abroad might prefer different methods. For 
instance, a customer in Germany might want to pay by SOFORT (bank transfer) or PayPal, 
not necessarily by credit card. A Chinese customer might prefer Alipay or WeChat Pay. 
Offering those via a capable payment provider can increase sales in those markets. 

• Multi-Currency Pricing: Consider displaying prices in the user’s local currency and 
possibly settling in that currency if you have accounts, or using services that give you good 
FX rates. Dynamic Currency Conversion (where a foreign customer is charged in their 
home currency on their card) is generally not recommended as it often gives them a poor 
rate. 

• Tax and Regulatory Compliance: Selling internationally may require handling 
VAT/GST taxes or customs duties. Some platforms take care of this (for instance, 
marketplaces might collect VAT for EU sales now and remit it). Payment providers can 
sometimes assist by providing the data needed for compliance. 



 
 
 

 

• FX Risk Management: If you regularly receive foreign currency, you may want a strategy 
for converting it – either holding multi-currency accounts (if costs allow) and timing 
conversions or using forward contracts for large predictable flows. Some payment 
processors allow you to hold balances in different currencies (PayPal Business, for 
example, or fintech business accounts like Wise). 

• Fraud Considerations: Cross-border transactions can have higher fraud risk because it’s 
harder to verify identity across borders, and fraudsters often use cross-border as a tactic. 
Businesses might see more declined transactions due to banks being cautious on 
international charges. Using fraud prevention tools and possibly 3-D Secure can help, as 
can leveraging payment methods that shift risk (like PayPal which doesn’t expose card 
details). 

• Customer Support & Transparency: Given customers worry about whether an 
international payment went through, providing clear information (maybe an email 
confirmation of payment received, and realistic delivery times including any customs 
delays) improves trust. If using methods like wire, give them reference info to include and 
instructions to minimize fees. 

In essence, cross-border payments are rapidly improving and becoming more integrated into 
standard payment offerings. The cost and speed gap between sending $100 domestically and 
sending $100 internationally is shrinking, albeit not yet closed. For businesses, tapping into global 
markets is easier than ever from a payments standpoint, especially with the myriad of fintech 
solutions available. The key is to partner with the right providers and stay abreast of evolving 
infrastructure (like if your region implements new cross-border payment links or if a certain 
digital wallet becomes popular for international shoppers). 

Having covered cross-border aspects, we will now turn to the critical area of fraud and security 
threats in digital payments – understanding the risks that come along with this digital boom and 
how to combat them. 

 

 

 

 



 
 
 

 

6. Fraud and Security Threats 

As digital payments have grown, so too have the efforts of fraudsters and cybercriminals looking 
to exploit vulnerabilities for financial gain. Payment fraud and related security threats pose 
significant risks to businesses and consumers alike. In this section, we will outline the main types 
of fraud and attacks seen in online payments, highlight recent trends and cases, and discuss how 
companies can defend against these threats. 

Common Types of Online Payment Fraud 

1. Card-Not-Present (CNP) Fraud: This is when stolen credit/debit card details are used to 
make unauthorized purchases online (where the physical card isn’t needed). Criminals 
obtain card numbers through various means – data breaches of databases, skimming 
devices, malware, phishing for card details, or buying them on the dark web. Because 
online merchants can’t physically inspect a card or ask for a PIN, they rely on data like 
card number, expiration, CVV, and the billing address/ZIP. Sophisticated fraud rings test 
huge batches of stolen cards on websites to see which work (“carding” attacks). CNP fraud 
is one of the largest sources of losses for e-commerce. Global card fraud losses (across all 
types) were estimated around $32 billion in 2021 and rising, with the majority stemming 
from CNP misuse since chip technology has made in-person card cloning harder. 
Merchants often bear liability for CNP fraud through chargebacks – when the legitimate 
cardholder discovers unauthorized charges, they dispute it, and the merchant often loses 
the sale amount plus a chargeback fee. 

2. Account Takeover (ATO): Here, a fraudster gains access to a legitimate user’s account 
on an e-commerce site, payment wallet, or banking app, and then uses it to make purchases 
or transfer money. The method is often via credential stuffing (using leaked 
username/password combos from other breaches, betting the person reused passwords), 
phishing (tricking the user into giving login info or one-time codes), or malware 
(keyloggers, etc.). Once in, they might change shipping addresses, add new payment 
methods, or directly use stored payment info. For example, if someone’s PayPal or Amazon 
account is compromised, the thief can potentially send money or order items on the saved 
card. ATO incidents have risen with the plethora of leaked credentials; billions of 
username/password pairs are circulating from past hacks, fueling automated login attempts. 

3. Identity Theft & New Account Fraud: Using stolen or synthetic identities to open new 
accounts or lines of credit. Synthetic identity fraud is where criminals create a fake identity 
(mix of real and made-up info, like a real Social Security Number but fake name) to apply 
for credit cards or accounts, use them and then default. While this is more on the banking 



 
 
 

 

side, it affects any service that extends credit like BNPL providers or financing plans – 
they might unwittingly approve a fraudulent identity. For merchants offering instant credit 
at checkout (via a partner), this could lead to non-payment later. 

4. Friendly Fraud (Chargeback Fraud): This is when a legitimate customer makes a 
purchase and then later disputes the charge falsely, claiming it wasn’t them or that they 
didn’t receive the item, in order to get a refund while keeping the product. It’s termed 
“friendly” because it involves a real customer rather than a stolen card, but it’s effectively 
theft. It’s common enough to be a headache, especially in digital goods where it’s easy to 
claim non-receipt. Businesses try to fight such chargebacks with evidence (delivery 
confirmation, usage logs, etc.), but success varies. 

5. Phishing and Social Engineering: Rather than directly hacking systems, many 
attackers trick people into giving up secrets. Phishing emails or texts might impersonate a 
payment provider or bank (“Your account is locked, click here to verify…”) leading to a 
fake login page that harvests credentials. Or scammers pretend to be from a company’s IT 
department or a trusted partner and coax an employee into revealing passwords or 
executing an unauthorized transaction. A specialized form is Business Email 
Compromise (BEC) – fraudsters spoof or hack a company executive’s email and instruct 
someone in finance to wire money to a “vendor” (the fraudster’s account) or change a 
supplier’s bank account details to divert payments. BEC has cost companies billions; in 
2023 alone such schemes led to huge losses worldwide. The FBI reported business email 
compromise remained the largest dollar-loss type of cybercrime, with $2.7 billion in 
reported losses in 2022 just in the US (for context) and continuing to grow. The AFP survey 
mentioned earlier found 63% of organizations cited BEC scams as the top fraud threat in 
2024. 

6. Malware and Data Breaches: Attackers may target the companies themselves via 
technical exploits. For instance, inserting malware (like Magecart attacks) into a website 
to skim customers’ card details at checkout (this happened to major merchants like British 
Airways, Ticketmaster in 2018). Or hacking into databases to steal stored personal and 
payment data. Even if the payment info is encrypted, personal data can be used for identity 
theft or social engineering. Recent cases: Pretty much every year some big merchant or 
processor is breached. For example, in 2022, Neiman Marcus revealed a breach of 4.6 
million customer accounts including some payment data. In 2023, the MOVEit file transfer 
software breach impacted hundreds of companies and exposed personal data (including 
payroll info for some employees, which can facilitate identity fraud). These breaches erode 
consumer trust and often result in direct costs (fines, forensic investigations, providing 
credit monitoring for customers, etc.) not to mention the fraud that might occur from the 
stolen data. 



 
 
 

 

7. Authorized Push Payment (APP) Fraud: This is more common in banking payments: 
it’s when fraudsters trick individuals into willingly sending them money under false 
pretenses. For instance, a scammer might pose as a bank representative or a government 
official or even a love interest (romance scams) and persuade a victim to transfer funds or 
make a payment. The victim authorizes it, so from the bank’s view it’s a valid payment, 
but they were duped. APP fraud has surged especially in countries like the UK. Deloitte 
estimated US losses from these kinds of scams could reach $15 billion by 2028. For 
consumers, these are devastating because getting the money back is difficult (the bank isn’t 
at fault if you willingly sent it, unlike card fraud where you can dispute unauthorized 
charges). 

8. Cryptocurrency Scams: As more people dabble in crypto, scams have followed – from 
fake investment schemes (sending crypto to a supposed trader/exchange that then 
disappears) to phishing of crypto wallets, to hacking of crypto exchanges. These might not 
directly involve traditional payment rails, but they are part of the digital finance fraud 
landscape. A 2023 FBI report noted over $5.6 billion lost in crypto frauds in that year – 
including many pig butchering scams (long con romance/investment scams via crypto). 

 

9. POS Fraud and Skimming (for completeness): Though our focus is online, note that in 
physical environments, skimming devices at ATMs or gas pumps still capture card data, 
and POS malware can infect retail point-of-sale systems (like the notorious Target breach 
in 2013 via POS malware). These end up fueling online fraud because the stolen card data 
is often used for CNP transactions. 



 
 
 

 

Trends in Fraud Tactics 

• Automation and Bots: Fraudsters use bots to carry out attacks at scale, like testing card 
numbers (carding) or trying login credentials (credential stuffing). They also 
use AI/Deepfakes now – e.g., voice deepfakes to impersonate a CEO’s voice on a phone 
call to an employee to authorize a payment (a few such cases have been reported). 

• Targeting New Payment Methods: As BNPL became popular, fraudsters sought to 
exploit it. Some use stolen identities or take over accounts to place BNPL orders for goods, 
essentially stealing under the guise of a loan in someone else’s name or an account that 
will never repay. Similarly, digital wallet fraud is common – if someone’s Apple Pay or 
Google Pay tokens are compromised (rare, but could happen via device theft or account 
takeover), they could be used. 

• Omni-Channel Fraud: Criminals might blend online and offline. For example, use online 
stolen data to create a fake card (not physically, but card info loaded into a mobile wallet) 
and then make contactless purchases in store, or vice versa. They search for the weakest 
link. 

• Social Media and Dark Web Markets: The proliferation of stolen data available cheaply 
means even petty criminals can get into fraud. Social media is used to sell “fullz” (full 
identity info) or to run scams (like fake customer support accounts that phish people who 
tweet complaints about their bank). 

• Fraud-as-a-Service: There are now services where someone can pay for a ready-made 
phishing kit, or botnet time, or a network of money mules to launder stolen funds. This 
lowers the skill barrier for fraudsters. 

Impact and Recent Cases 

• Example incidents: A notable recent case is the breach of Capital One in 2019, where a 
hacker got personal data (including some SSNs and bank account digits) on 100 million 
credit applications – highlighting insider threats (the hacker was a former AWS employee 
exploiting cloud misconfigurations). Another case is FTX (though it was more an internal 
fraud by the founder, it underscores that even big crypto platforms can implode, leaving 
users defrauded). Wirecard in Germany collapsed in 2020 due to fraud, affecting the 
fintech payments world. On the small scale, literally every online business has daily 
attempts: an online electronics retailer might see someone trying to place a large order with 



 
 
 

 

10 different cards before one goes through, indicating card testing; or a streaming service 
might see thousands of login attempts from bots using leaked credentials. 

• Merchant Losses: The cumulative cost of online payment fraud is staggering. One Juniper 
Research report forecasts over $362 billion will be lost to online payment fraud globally 
between 2023 and 2028. In 2028 alone, merchants might lose $91 billion. These losses 
include chargebacks, stolen merchandise, investigation costs, and higher insurance/policy 
expenses. 

 

• 79% of organizations hit in 2024: The AFP’s 2025 fraud survey indicates nearly 8 in 10 
companies were targets of payments fraud attempts in 2024, which shows it’s more likely 
than not a business will face this – not a question of “if” but “when/ how often”. 

• Check and BEC fraud for businesses: Interestingly, that survey noted the most common 
type of attempted fraud on businesses was still check fraud (63% reported) – reminding 
us that in the U.S., checks remain a vulnerability as they have static info that can be 
misused. But also BEC shifting to wires and ACH was big. It highlights the need for 
vigilance not only online but with any payment instructions. 

Protecting Against Fraud – Best Practices 

For Businesses (Merchants and Payment Providers): 

• Fraud Detection Systems: Use advanced fraud management tools. These use rules and 
machine learning to flag suspicious orders (e.g., mismatch of IP address and billing address 
country, or multiple cards used by same IP, or unusually high order amount, etc.). 



 
 
 

 

Companies like Riskified, Forter, Feedzai, and the built-in systems of Stripe Radar or 
Adyen’s risk module can greatly reduce fraud by declining or challenging risky 
transactions. 

• 3-D Secure / SCA: Implementing 3-D Secure 2.0 (the protocol for cardholder 
authentication, branded as Visa Secure, MasterCard Identity Check, etc.) can shift liability 
of fraud chargebacks back to the issuer if authentication is successful. It’s required in 
Europe (SCA), but elsewhere merchants have the option. While it adds a step for 
customers, the newer version is smoother and can run “frictionless” (invisible) 
authentication if data looks good, or prompt an OTP only when needed. That stops many 
fraudulent CNP attempts because the thief usually doesn’t have the one-time passcode from 
the real cardholder. 

• Tokenization and Encryption: Ensure you don’t store raw card details. Use tokenization 
services (from gateways or networks) so that even if your database is breached, the attacker 
can’t get usable card data. Similarly, encrypt sensitive personal info both in transit and at 
rest to mitigate data breaches. 

• Multi-factor Authentication (MFA): Require MFA for logins to sensitive customer 
accounts (at least as an option or when something seems different). That way, even if 
credentials are stolen, the attacker can’t login without the second factor. Many banks and 
fintech apps have moved to mandatory MFA. For non-banking sites, offering customers 
the ability to activate 2FA (via SMS, email, or authenticator app) helps. 

• Monitoring and Anomaly Detection: Keep an eye on your transactions and systems in 
real-time if possible. Unusual spikes in transaction attempts, or logins, or changes in user 
behavior can indicate an attack in progress (like a credential stuffing barrage). Having 
alerts and automated blocks (e.g., rate-limiting IPs making too many failed payment 
attempts) can thwart bots. 

• Employee Training and Controls: Because staff can be targets of social engineering 
(BEC), companies should train employees to verify unusual requests. For example, finance 
teams should have a policy: never change a vendor’s payment account based on an email 
alone; verify through a secondary channel. Or if a “CEO” urgently asks for a wire transfer, 
call them to confirm. Separation of duties (one person initiates, another approves 
payments) and callbacks for large transfers can stop BEC cold. IT staff should be alert to 
phishing attempts since they often have high system privileges. 



 
 
 

 

• Up-to-date Software: Patch web platforms, POS software, servers regularly to close 
vulnerabilities that attackers could exploit to inject malware or steal data. Many breaches 
(like Magecart) happened because a known flaw wasn’t patched. 

• Incident Response Plan: Have a plan if a breach or major fraud occurs – including how 
to investigate, whom to notify (customers, law enforcement, possibly regulators per breach 
laws), and how to remediate. Preparing in advance can save precious time and mitigate 
damage if the worst happens. 

For Consumers (what companies can encourage or facilitate): 

• Use secure methods: e.g., encourage use of wallets or tokenized methods (Apple Pay, etc.) 
which don’t expose card data and often require biometric auth. 

• Educate customers: e.g., post tips on how to spot phishing emails claiming to be your 
company. Many banks run awareness campaigns. Also advise them on setting strong 
unique passwords and enabling 2FA on their accounts. 

• Provide easy verification: For instance, allow customers to review transactions through 
account history and quickly report suspicious activity. Companies like PayPal and credit 
card issuers do this well – quick dispute processes and notifications of transactions. 

Recent Developments in Defense: 

AI is also used on the defensive side – machine learning models analyze vast transaction data to 
detect fraud patterns that rules might miss. Biometrics are being used for identity verification more 
(like “selfie” ID checks when opening accounts to ensure the person is real, voice biometrics for 
phone banking security, etc.). And there's a push for more data sharing on fraud between 
institutions; e.g., if one merchant saw a card used fraudulently, that info (via the network or via 
services) can warn others. 

Regulators are involved too: PSD2’s SCA requirement, for example, was a regulatory push to cut 
fraud – and indeed, early data from Europe post-SCA enforcement showed a significant drop in 
card fraud on European transactions, albeit with some initial friction increase. 

Another angle: Cyber insurance – many businesses now carry insurance to help cover financial 
losses from certain cyber incidents or fraud. It’s not prevention, but it’s part of risk management. 



 
 
 

 

Ultimately, fraud prevention is about balancing security and user experience. Tighten too much, 
and you decline good customers or make checkout painful; too lax, and you lose money and trust. 
Using adaptive systems that apply more checks only when risk signals are present is one way to 
strike that balance (risk-based authentication). 

One should also consider reputation – if a business gets known for poor security (like a breach, 
or many customers reporting card theft after using the site), it will hurt growth. Thus investing in 
security is investing in the brand. 

 

Having addressed fraud and security in detail, we can move to the compliance and regulatory 
environment which often goes hand-in-hand as governments try to mandate certain security 
measures and protect consumers in the digital payments space. 

 

 

 

 

 

 



 
 
 

 

 

7. Compliance and Regulatory Environment 

The digital payments industry operates under a complex web of regulations and compliance 
requirements, which vary by country but often have common themes. For businesses, 
understanding and adhering to these rules is not just a legal obligation but also critical to 
maintaining customer trust and avoiding hefty penalties. In this section, we’ll focus on major 
regulatory frameworks in the United States and European Union, as requested (including PSD2, 
GDPR, etc.), while also touching on international standards and other relevant laws in the 
payments domain. 

United States Regulatory Landscape 

The U.S. does not have a single comprehensive payments law, but rather a patchwork of laws and 
regulators: 

• Consumer Protection (EFTA and Regulation E): The Electronic Fund Transfer Act 
(EFTA) and its implementing Regulation E provide rights to consumers using electronic 
payments. For instance, it limits consumer liability for unauthorized transactions (e.g., if 
your debit card is stolen and used, your liability is capped if you report promptly) and 
establishes error resolution procedures. It mainly covers bank account-based payments 
(debit, ATM, ACH, prepaid cards). Credit cards are covered by the Truth in Lending Act 
(TILA) and Reg Z, which similarly cap liability for fraud at $50 (in practice, $0 by policies) 
and give dispute rights (chargebacks). Businesses must follow these rules when offering 
payment instruments – e.g. if you run a prepaid card or wallet, Reg E likely applies with 
its disclosure requirements and error resolution processes. 

• Payment Card Industry Data Security Standard (PCI DSS): This is not a law but an 
industry standard, yet it’s effectively mandatory for anyone handling card data. The major 
card networks require merchants and payment service providers to comply with PCI DSS, 
which outlines technical and operational requirements to protect cardholder data (firewalls, 
encryption, access controls, regular security testing, etc.). Non-compliance can lead to fines 
and increased audit requirements, or even loss of ability to process cards. So while not 
government regulation, it’s a critical compliance area. Many businesses outsource payment 
processing to avoid storing card data themselves and thus ease the burden of PCI 
compliance (tokenization helps here). 



 
 
 

 

• Anti-Money Laundering (AML) and KYC: Payment companies (especially those that 
handle money movement like PayPal, or currency exchange, or stored value) are typically 
considered “Money Services Businesses” (MSBs) under U.S. Treasury regulations. They 
must register with FinCEN (Financial Crimes Enforcement Network) and implement AML 
programs – verifying customer identity (Know Your Customer), monitoring for suspicious 
activity, and filing reports (Suspicious Activity Reports, Currency Transaction Reports). 
This stems from the Bank Secrecy Act and USA PATRIOT Act. Even companies like 
crypto exchanges or fintech apps often have to follow these to prevent their platforms from 
being used for laundering or terrorist financing. 

• Privacy Laws (GLBA and emerging state laws): The Gramm-Leach-Bliley Act (GLBA) 
requires financial institutions (which can include payment providers) to protect consumer 
financial data and provide privacy notices explaining what info they share. They also must 
safeguard data (the Safeguards Rule under GLBA). In addition, states are enacting their 
own privacy laws (like California’s CCPA/CPRA) which can apply to payment data if 
personal information is involved. While CCPA is more general, it gives consumers rights 
to access or delete personal data a business holds and to opt-out of sale of data. Payment 
companies need to comply by handling data deletion requests, etc., though they have 
exemptions for certain data necessary for transactions. 

 

• Regulation of Specific Services: The Consumer Financial Protection Bureau (CFPB) 
oversees many consumer financial products. It has shown interest in things like BNPL, 
issuing an inquiry and report into BNPL providers in late 2022, raising concerns around 
consumer overextension and lack of protections akin to credit cards. We may see more 
formal regulation of BNPL, perhaps requiring clearer disclosures or dispute rights. 
Similarly, the CFPB now oversees remittance transfers (Regulation E was amended by the 
Dodd-Frank Act to add rules for international remittances: providers must give upfront 
disclosures of fees and exchange rates and an error resolution mechanism for remittances). 



 
 
 

 

• Interchange Fee Regulations (Durbin Amendment): Part of Dodd-Frank Act, this 
places a cap on debit card interchange fees for banks with $10 billion+ in assets. It 
effectively lowered the fee merchants pay on debit transactions, saving merchants billions 
(though arguably causing banks to remove some free services like debit rewards). There’s 
also a requirement for debit cards to be usable on at least two unaffiliated networks (for 
routing competition). For credit cards, no similar cap in the US (unlike EU). 

• Licensing: If a company holds customer funds or transmits money, it may need money 
transmitter licenses in many states. For example, PayPal, Stripe (for certain services), and 
others have to maintain 50-state money transmission licenses or partner with banks to 
manage that legal requirement. Each state has its own rules, bonding requirements, exams, 
etc. It’s a big compliance effort for fintech companies. Some states also now license crypto 
exchanges and wallets under either existing MSB laws or new crypto-specific regimes (like 
New York’s BitLicense). 

• Emerging areas: Cryptocurrencies and digital assets are under scrutiny. Federal agencies 
like the SEC and CFTC are looking at where crypto transactions fall under securities or 
commodities laws. The recent executive orders and reports on crypto (2022) suggest 
stablecoins might face bank-like regulation in the future. So if a payment company deals 
with stablecoins, they should be aware of potential forthcoming rules (like requiring 1:1 
reserves, etc.). Also, the Fed launched FedNow in 2023 for instant payments – not a 
regulation, but a new infrastructure that banks and fintechs can join. Over time, there may 
be guidelines or expectations for banks to offer faster payments as a public good, we’ll see. 

In the US, enforcement actions can come from multiple directions: CFPB can sue or fine 
companies for unfair, deceptive, or abusive acts (e.g., if a payment app misrepresents fees or 
security). The Federal Trade Commission (FTC) might step in on data security failings (they often 
do if a company has a big breach and they find negligence, using their authority over unfair 
practices). State AGs can also enforce consumer protection. 

European Union Regulatory Landscape 

The EU tends to have more centralized and stringent regulations in the financial services domain: 

• Payment Services Directive 2 (PSD2): PSD2 is a comprehensive law governing payment 
services and providers in the EU, effective since 2018 (transposed into national laws). Key 
provisions: 



 
 
 

 

o Licensing and Scope: It defines categories of payment service providers (like 
banks, e-money institutions, payment institutions) and requires non-bank entities 
providing payment services to get licensed. It also brought in “Third Party 
Providers” (TPPs) for account information and payment initiation – enabling Open 
Banking. Under PSD2, banks must open up APIs to regulated third parties so that 
customers can allow those third parties to initiate payments or fetch account data 
(this is how apps like Revolut or budgeting apps can connect to your bank, with 
consent). 

o Strong Customer Authentication (SCA): Perhaps the most famous part, PSD2 
mandated that electronic payments (especially online card payments) must use 
multi-factor authentication for the vast majority of transactions. Specifically, it 
requires two of three factors (knowledge, possession, inherence). In practice, this 
means when a European customer buys online, they often have to confirm via 
something like an SMS code or banking app push or biometric on their phone. 
There are some exemptions (small transactions, whitelisted merchants, low-risk 
transactions assessed by the issuer’s fraud systems, etc.), to balance convenience. 
The rollout of SCA by 2021 caused some friction at first (transactions failing if 
issuers or merchants weren’t ready), but it’s largely bedded in now. SCA 
dramatically cuts down fraud but can also cause cart abandonment if the process is 
clunky, so the industry worked to make these prompts user-friendly (like one-tap 
approvals). 

 

o Customer Rights and Transparency: PSD2 gives consumers rights regarding 
unauthorized transactions (must be refunded by their bank by end of next business 
day in most cases, unless the bank suspects fraud by the customer). It also reduces 
liability for unauthorized use (max €50 if card lost, 0 if card details stolen without 
loss of card). It requires clear disclosure of fees, exchange rates, etc., for payments, 



 
 
 

 

and restricts surcharging (merchants in the EU cannot surcharge consumers for 
using a consumer credit or debit card in EUR or other EU currencies). 

o Complaints and Redress: It standardizes processes for handling payment 
complaints and makes regulators ombudsmen for unresolved issues. 

o Data Protection in Payments: PSD2 interacts with GDPR for how payment data 
can be used, but specifically it does allow processing of necessary data for 
payments under the legal basis of contract and legal obligations (so PSD2 doesn’t 
override GDPR but they must be read together). 

• General Data Protection Regulation (GDPR): GDPR (effective 2018) is a sweeping EU 
law protecting personal data. It affects any company handling EU residents’ personal data, 
even if the company is not in EU. In payments context: 

o Payment information (name, card number, account numbers, etc.) is personal data. 
Processing such data requires a lawful basis (such as fulfilling a contract – e.g., you 
need to process a credit card to complete a purchase contract; or consent in some 
cases). 

o GDPR mandates companies minimize data collection to what’s necessary (so don’t 
collect excessive info in checkout that you don’t need), secure it properly, and be 
transparent about uses. 

o Individuals have rights: right to access their data, correct it, delete it (with 
exceptions; you might not delete transaction history you need for legal reasons like 
anti-fraud or accounting), and data portability. 

o For payment firms, a critical thing is data security and breach reporting: under 
GDPR, if you suffer a personal data breach, you often must notify the national data 
authority within 72 hours and sometimes the affected individuals, especially if 
sensitive financial details leaked. 

o Non-compliance with GDPR carries heavy fines (up to 4% of global annual 
turnover or €20 million, whichever higher). Some notable fines have hit big tech 
and even smaller firms. 

• Anti-Money Laundering (6th AML Directive and others): The EU has its AML 
directives which member states implement, currently the 6th AMLD. These require 



 
 
 

 

payment providers to do KYC, monitor, and report suspicious activity, similar to US, but 
often even broader. For example, in EU KYC, even small e-money accounts have 
verification requirements if above certain limits. The EU also has a list of “high-risk third 
countries” and strict rules about transferring funds involving them. A new EU AML 
Authority is being established to coordinate supervision. 

• Regulation on Cross-Border Payments and Interchange: EU capped interchange fees 
on consumer cards in 2015 (0.2% for debit, 0.3% for credit, within Europe transactions). 
This drastically lowered card acceptance cost in EU. The Cross-Border Payments 
Regulation ensures consumers are charged similarly for euro payments across EU as 
domestically (and it was updated to include some other currencies and transparency on 
conversion options). 

 

• Second Electronic Money Directive (EMD2): Governs issuance of e-money (stored 
value that can be used for payments, like prepaid cards, wallet balances). It requires e-
money institutions to be licensed, have certain capital, redeem the e-money at par, etc. 

• Consumer Credit Directive (CCD): Being updated currently – likely to cover BNPL type 
short-term credit, since historically many BNPL plans escaped regulation if no interest and 
short term. The new rules would ensure BNPL providers assess creditworthiness and give 
certain consumer rights. 

• PSD3 (Upcoming): The EU is already working on PSD3, a new update, which might unify 
some rules (they plan to turn some parts of PSD2 into a regulation for uniform effect, like 
SCA, and possibly adjust the scope, like include telecom payments fully). Also more on 



 
 
 

 

open banking – possibly mandating a shift from screen-scraping to exclusively API usage 
and considering whether to allow third parties to bypass banks’ apps for SCA. 

• Digital Operational Resilience Act (DORA): Just to note, EU’s new DORA will impose 
strict requirements on financial entities (including payment firms) for cybersecurity and 
operational resilience, including oversight of critical ICT third-party providers. 

• Other region-specific: The UK, now separate, has adopted PSD2 and GDPR into 
domestic law (with tweaks). It’s continuing open banking and considering open finance 
expansion. It also is looking to regulate BNPL soon similarly to EU’s approach. 

Comparing Focus: US vs EU 

• The EU model is more prescriptive: requiring SCA improved security; mandating open 
banking fostered more fintech competition (in US, open banking exists but via market-
driven data sharing like Plaid, without a law forcing banks to open APIs). EU also 
emphasizes consumer rights strongly (e.g., fee transparency, no surcharges for card use, 
easy refund rules). 

• The US model relies more on industry standards (PCI) and post-fact enforcement of unfair 
practices. It’s often said US has “light touch” regulation on payments specifically – for 
example, no equivalent to SCA, which is why many US transactions still rely on just card 
number and CVV (and hence more fraud historically). 

• Privacy: GDPR vs. no federal equivalent in US (though states stepping in). For a business, 
this means if you serve EU customers you likely implement GDPR-level practices 
universally (which many did). 

• Regulator approach: EU has central bank regulators and data protection authorities 
actively monitoring. US has multiple: CFPB, FTC, banking regulators for bank-led 
systems, state regulators for MSBs. It can be a maze. 

Impact on Companies 

Compliance is a significant operational effort: 

• Payment providers must build SCA flows, open APIs for data access in EU, and 
simultaneously ensure smooth service in places like the US where customers aren’t forced 
to use 2FA (though many voluntarily do). 



 
 
 

 

• They need robust AML programs or risk major fines – e.g., PayPal was fined in the US 
and EU in the past for AML lapses, Western Union had large settlements over not doing 
enough to prevent fraud and money laundering. 

• Data compliance requires often appointing Data Protection Officers, conducting Data 
Protection Impact Assessments (DPIAs) for new projects (GDPR requirement if high risk). 

• Licensing means getting authorized can take a year or more of submitting documents, 
business plans, etc., to regulators. 

• Non-compliance risks: fines, loss of license, lawsuits, and reputational damage. 

One case: In 2020, the CFPB took action against PayPal for its Venmo unit’s handling of 
unauthorized transactions and collections processes – showing even fintech darlings get 
scrutinized. In 2021, the EU fined Amazon €746 million for GDPR violations (related to 
advertising cookies) – shows scale of risk. 

Another angle: Security mandates – regulators increasingly expect strong measures. For instance, 
New York’s Department of Financial Services has a cybersecurity regulation for financial 
companies including MSBs. There’s overlap with what PCI and GDPR already push companies 
to do on security. Essentially, a company processing payments should adhere to highest standards 
because there’s multiple oversight. 

 

RegTech is an emerging help – companies use software to manage compliance, like identity 
verification services (e.g., Onfido or Socure for KYC), transaction monitoring systems for AML, 
AI to scan communications for fraud attempts (as part of BEC controls). 



 
 
 

 

To comply with differing regimes, companies often implement a baseline global policy that meets 
the strictest requirements where feasible. For example, many say “We’ll treat all customer data 
with GDPR principles, it’s easier than splitting policies.” Or, “We’ll implement 3-D Secure 
globally as needed, even if not mandated in US, but maybe not require it unless risk triggers it, to 
not impact conversion.” 

Going forward, more regulation is expected: 

• On crypto (the EU already passed MiCA – Markets in Crypto-Assets regulation, to come 
into effect 2024, regulating stablecoin issuers and crypto service providers with compliance 
duties). 

• On big tech in payments (ensuring a level playing field, like EU’s Financial Data Access 
proposal to expand open banking beyond banks, possibly covering tech cos). 

• Cybersecurity and resilience (ensuring payments keep running even under tech failures or 
attacks, with contingency plans). 

• Environmental, Social, Governance (ESG) aspects might even come – e.g., encouraging 
sustainable payments, though not core yet. 

In summary, compliance is a core part of operating in the payments space, not an afterthought. 
Companies must build it into their strategy – those that do can even leverage it as a trust advantage 
(“We are fully compliant with the latest security and privacy standards”). Those that don’t will 
find out the hard way via fines or being shut out of markets. 

Now that we’ve covered the rules of the road, our next section will look at emerging technologies 
that are reshaping how payments are done – many of which are responses to some of the challenges 
we described or enablers of new capabilities. 

 

 

 

 

 



 
 
 

 

8. Emerging Technologies 

The payments industry has always been intertwined with technology, and today a number 
of emerging technologies are driving innovation in how we pay and secure transactions. We’ve 
touched on some in passing, but here we will focus on the big ones: Artificial 
Intelligence, Biometrics, Blockchain and Cryptocurrency, Tokenization and Cloud 
Technology, and a few others like IoT payments and 5G – explaining how each is being applied 
in payments and what the future might hold. 

Artificial Intelligence (AI) and Machine Learning 

AI is making payments smarter and more efficient in several ways: 

• Fraud Detection: As mentioned earlier, AI models can analyze large datasets of 
transactions in real time to flag unusual patterns indicative of fraud. Modern fraud 
prevention systems use machine learning to continuously adapt to new fraud tactics. For 
example, if a card is suddenly used in two countries far apart within an hour, a rule might 
catch it, but AI can go further by looking at subtle patterns (device used, time of day, 
purchasing behaviors) to assess risk. By one estimate, 71% of banks are using AI for 
fraud detection by 2025, and this has helped reduce false positives (blocking legitimate 
transactions) by learning normal customer behavior, and catch more fraud that rule-based 
systems might miss. Visa claims its AI tech prevented $25 billion in fraud in a recent year, 
by scoring transactions for issuers in milliseconds (Visa Advanced Authorization). 

• Customer Service and Personalization: AI chatbots handle a growing share of customer 
inquiries for banks and payment apps – answering FAQs or even helping resolve disputes 
(“Did you recognize this transaction? No? Let’s start a claim.”). AI can also personalize 
offers: for example, suggesting the best payment method or installment plan for a purchase 
based on the user’s data. Some fintech apps use AI to analyze spending and automatically 
pay bills at optimal times or move money to savings. 

• Process Automation: Back-office processes like compliance checks are aided by AI (e.g., 
transaction monitoring for AML – AI can learn what’s normal for a certain customer 
segment and flag anomalies, improving on static rules). Also, things like document 
processing – verifying IDs or reading invoices for payments – is done with AI vision and 
OCR. 

• Credit Decisions: When providing financing (loans, BNPL, credit lines), machine 
learning models assess creditworthiness using alternative data in some cases. This can 



 
 
 

 

potentially expand access to credit by evaluating factors beyond a traditional credit score 
(though regulators watch for AI inadvertently introducing bias). 

• Agentic Commerce: A concept where AI assistants (like Alexa, Siri, or future AI agents) 
transact on our behalf. BCG’s report mentioned up to $1 trillion of spend could be “agent-
assisted” by 2030. For instance, an AI could reorder household supplies when they run low, 
comparison-shop for better prices, and execute the purchase using saved payment 
credentials – all without direct user input each time. This is early but plausible as smart 
home and AI capabilities grow. 

 

One risk: AI is also used by attackers (generative AI to craft spear-phishing emails that are more 
convincing, deepfake voices, etc.), so defense has to evolve too (AI detecting AI, essentially). 

Also, AI decisions must be explainable to avoid regulatory issues – GDPR and other laws give 
individuals the right to explanation of algorithmic decisions in some cases, so companies are 
working on “explainable AI” to accompany their models. 

Biometrics (and Authentication Technologies) 

Biometric authentication – using unique biological characteristics – is now common in payments: 

• Fingerprint and Face Recognition: On smartphones, fingerprints and facial scans have 
replaced PINs and passwords for many payment authorizations. Apple’s Touch ID / Face 
ID, Android’s fingerprint sensors, Windows Hello on PCs – these make it easy to confirm 
identity for payments. For example, Apple Pay requires your finger or face; many banking 
apps let you log in with biometrics; 3-D Secure prompts sometimes allow biometric 
validation via the banking app instead of an SMS code. Consumers like the convenience – 
surveys show over two-thirds prefer biometrics over PINs for payments, and globally 
about 72% now favor biometrics vs traditional security for transactions. 



 
 
 

 

• Voice and Behavioral Biometrics: In call centers, some banks use voice biometrics to 
authenticate callers (your voice’s unique print). Behavioral biometrics, on the other hand, 
monitor how you interact (typing rhythm, way you hold your phone, mouse movement) to 
silently verify it’s really you. This tech, often running in the background of online banking 
or payment sessions, can flag when a different person or a bot is operating an account. 

• Biometric Payment Cards: Several companies (Mastercard, Visa with partners) have 
introduced cards with built-in fingerprint sensors. The idea is the card verifies your 
fingerprint when you tap or insert it, adding a layer of security (so stolen card won’t work 
without your finger). Pilot programs have run in Europe and Asia. They’re still niche due 
to cost and complexity, but show a direction for high-security needs. 

• “Smile to Pay” and Other Novel Interfaces: In China, Alibaba’s Ant Financial deployed 
kiosks with facial recognition payment (user opts in, links face to account, then can pay by 
smiling at a camera at KFC and similar). Mastercard trialed a similar concept “Smile to 
Pay” with cameras at checkout for face recognition. This is not widespread yet outside 
some controlled environments, partly due to privacy concerns and the need for very 
accurate matching (and anti-spoofing measures so someone can’t use a photo of you). 

• Biometric Authentication Standards: The FIDO2 standard for web authentication 
(WebAuthn) allows use of device biometrics to log in to websites without passwords (using 
public key cryptography). Microsoft, Apple, Google all support this. Over time this could 
kill passwords, meaning account takeover via password hack might plummet. For 
payments, that means accounts are harder to breach. The introduction of passkeys (Apple 
and others) uses this tech to sync a biometric-authenticated credential across devices, 
eliminating passwords. 

Biometrics greatly enhance security with minimal user effort, which is crucial in payments. 
Adoption is high: for example, an estimated 35% of global mobile wallet transactions used 
biometrics in 2020, and that’s climbing. However, companies must secure biometric data itself 
carefully (often the actual fingerprint image isn’t stored, just a template or key – e.g., Apple’s 
Secure Enclave stores fingerprint data so that even Apple never sees it). Data leaks of biometric 
info would be very damaging since you can’t change your fingerprint like a password. 

Blockchain and Distributed Ledger Technology (DLT) 

Blockchain technology, best known for enabling cryptocurrencies like Bitcoin, is being explored 
and used in payments in various ways: 



 
 
 

 

• Cryptocurrency Payments: Some merchants directly accept cryptocurrencies as 
payment. This is still a small fraction due to volatility and complexity, but certain industries 
(tech, luxury, travel) have dabbled. For instance, Microsoft accepts Bitcoin for some 
services, and Overstock.com was an early adopter. Typically, merchants use payment 
processors (BitPay, CoinGate) that instantly convert crypto to fiat to avoid volatility risk. 
Crypto allows near-instant global transfers at low cost, but adoption by mainstream 
consumers is limited by price swings and sometimes slow confirmation times for some 
coins. However, stablecoins (crypto tokens pegged to a fiat currency like USD) are growing 
in use. A stablecoin can move across blockchain networks quickly like crypto but without 
the volatility. People and some businesses are using stablecoins to send money 
internationally or to settle trades. USDC and USDT are major USD stablecoins. Visa even 
announced it would test accepting USDC for settling payments with merchants on 
Ethereum. 

 

• Cross-Border Interbank Settlement: Projects like Ripple’s RippleNet and XRP ledger 
aimed to provide an alternative to SWIFT, where banks could use a token (XRP) or just 
the network to send money globally in seconds with low fees. Some banks in Asia and the 
Middle East tried it; it hasn’t displaced SWIFT broadly, but it showcased the potential for 
blockchain in backend settlement. Meanwhile, SWIFT and others are testing DLT for 
specific things – e.g. letter-of-credit processing, or interbank data reconciliation. 

• Central Bank Digital Currencies (CBDCs): These are digital versions of fiat currency 
issued by central banks, potentially using blockchain-like technology (not necessarily 
decentralized though). Many central banks are researching or piloting CBDCs. For 
example, China’s Digital Yuan (e-CNY) is in pilot in several cities – it’s a digital wallet 
currency backed by the People’s Bank of China, intended for everyday transactions 
(they’ve done lotteries to give citizens digital yuan to spend). The EU is considering 
a digital euro (decision expected around 2023-2024 on whether to proceed), and if 



 
 
 

 

implemented maybe around 2027. The idea is to have a government-backed digital cash 
that can move easily electronically outside of current card/bank networks, possibly offering 
more financial inclusion and resilience. Businesses may in the future need to accommodate 
CBDC payments (which could be as simple as adding another wallet option). 

• Smart Contracts and Programmable Money: Blockchains like Ethereum support smart 
contracts – self-executing code that runs when conditions are met, potentially automating 
financial arrangements. In payments, this could enable things like escrow: money released 
when both buyer and seller sign off, no intermediary needed. Or automated micro-
payments streaming: e.g., paying per second of video watched, done automatically via a 
smart contract. Startups are exploring IoT payments with this (a car paying a toll as it passes 
under a gantry through a microtransaction). 

• Tokenization of Assets: Blockchain allows tokenizing assets (like loyalty points, or in-
game items, or stocks) which then can be transferred as easily as sending crypto. In 
payments context, some loyalty programs use blockchain for interchangeability (though 
this is experimental). There’s also the concept of Web3 payments – if commerce shifts to 
a more decentralized web, wallets like MetaMask might be used to pay with crypto tokens 
in dApps (decentralized apps). 

• Challenges: Traditional networks are very efficient (Visa net handles 65k transactions per 
second potential, Bitcoin does ~7 per second). Scaling and energy usage (for certain 
blockchains) are concerns, though newer blockchains and upgrades have improved 
(Ethereum moved to Proof-of-Stake, cutting energy use by 99%). There’s also compliance: 
regulators worry about crypto for illicit finance. As a result, we see a trend of regulated 
stablecoinslikely to become a thing – essentially digital cash with safeguards and 
government oversight. 

A likely scenario is a hybrid model: existing payment companies integrating blockchain under 
the hood for specific use-cases (like cross-border settlement or issuing their own stablecoins – e.g., 
JPMorgan has JPM Coin for institutional clients). Consumers might not even know blockchain is 
involved; they just see faster transfers. 

Tokenization, Cloud, and API Ecosystems 

We already covered tokenization of card data earlier, but expanding beyond: 

• Network Tokenization: Visa, Mastercard and others now issue “network tokens” for 
cards used in digital channels. These tokens can be merchant-specific or device-specific. 



 
 
 

 

They increase security (a stolen token can be limited to one merchant, reducing cross-
merchant fraud) and also reduce friction when the actual card expires – the network can 
update the token behind the scenes, so recurring payments don’t fail when a card is 
renewed. As of 2024, Visa had issued over 10 billion network tokens. This tech is often 
invisible to users but improves success rates and safety. 

• APIs and Open Banking: The rise of API-driven banking means payment initiation is 
more integrated. As mandated by PSD2, banks provide APIs to let third-party apps initiate 
bank transfers. This technology is now fueling new payment options like “Pay by 
Bank” on some websites in the UK/EU – you click it, authenticate with your bank (often 
via an app), and it moves money directly from your account to the merchant, no card 
needed, with immediate confirmation. Open banking APIs also give access to account data 
for credit scoring or account verification (important for account-to-account payments to 
reduce fraud). 

• Cloud Computing and SaaS Platforms: Payment companies are leveraging cloud 
infrastructure for scalability and deploying services across regions quickly. Many 
businesses use payment “platform as a service” offerings – e.g., Stripe’s entire service is a 
cloud-based API. This allows rapid deployment of new features using microservices and 
scalability for peak loads (like Black Friday traffic). Cloud also enables smaller companies 
to access high-grade technology via services instead of building in-house. Of course, it 
introduces dependency on big cloud providers and requires robust security configs 
(misconfigured cloud storage has caused breaches, like Capital One’s case). 

 

• Modular Payments via Fintech APIs: There’s a thriving ecosystem of fintech APIs that 
let companies plug in various capabilities: identity verification, FX conversion, recurring 



 
 
 

 

payment handling, issuing cards (some startups use API providers to create their own 
branded debit cards as loyalty cards), etc. This has lowered the barrier to entry for new 
payment solutions and allowed non-banks to embed payments (the rise of Embedded 
Finance – any app can have a financial component by plugging into fintech APIs). 

• AI in Operations: On cloud/DevOps side, some use AI for predictive scaling (to allocate 
resources before a predicted surge) and for security (AI-based intrusion detection systems). 

Internet of Things (IoT) and Connectivity (5G) 

The IoT refers to everyday devices being connected and able to exchange data. In payments: 

• Wearables: We already have payment-enabled smartwatches, fitness trackers (Garmin 
Pay, etc.), and even rings or key fobs that can do contactless payments. As sensor tech 
evolves, we might see clothing or other personal items with embedded payment chips 
(some trials of jackets with payment functionality exist). 

• Connected Cars: Automakers are integrating payments into car dashboards. For example, 
you could pay for fuel, parking, or drive-through food via your car’s infotainment system. 
Visa and others have piloted such “car wallets.” With the advent of electric vehicles, paying 
for charging is an integrated experience in many charging apps – some envision the car 
initiating and paying for charge once plugged in, using a token linked to the owner. 

• Smart Home Devices: Voice assistants (Alexa, Google Assistant) can order items for you. 
Amazon’s Dash Replenishment (now mostly through Alexa) has devices like printers that 
auto-order ink when low. IoT fridges with internal cameras could monitor and auto-order 
groceries – that concept has been around but not mainstream yet. However, as AI in those 
devices improves (recognizing items, predicting needs), this could see growth. 

• 5G Networks: The rollout of 5G mobile networks (and beyond) means much faster and 
ubiquitous connectivity. This enables real-time processing with low latency, so devices can 
more reliably make instant payment requests. It also can support a massive number of IoT 
devices communicating simultaneously (like a smart city scenario where everything from 
vending machines to traffic tolls are networked and transacting). 

• Autonomous Commerce: IoT combined with AI could lead to machine-to-machine 
commerce – devices paying each other for services. Imagine an electric car that goes charge 
itself at a station and pays, or an appliance renting computing power from a neighbor’s 



 
 
 

 

device and paying micro-fees. Blockchain and IOTA-like networks have been considered 
for such micropayments economy. 

• Security for IoT payments: A challenge is ensuring secure authentication for devices. 
Projects like Visa’s Token Service also cover IoT – assigning tokens to devices so that a 
hacked fridge can’t charge unlimited stuff, for example, or requiring a confirmation on 
phone for a large purchase initiated via IoT. Standards like Payment Card Industry is 
looking at IoT payment security too. Likely, multifactor will involve the device and user’s 
personal device (like phone) working in tandem. 

Other Notables: 

• Contactless and SoftPOS: Contactless cards and mobile NFC (Apple Pay) are 
mainstream now, but continuing to evolve (e.g., higher limits, biometric card as second 
factor). Additionally, SoftPOS allows merchants to accept a tap payment on a regular 
phone with NFC (no separate terminal). This is growing among small merchants because 
it lowers hardware costs – just install an app. It’s especially useful in emerging markets. 

• QR Code Payments: While NFC contactless is big in West, QR codes are huge in Asia 
(WeChat Pay, Alipay, Paytm in India use QR extensively). Now even Western countries 
adopted some QR usage during COVID (e.g., restaurants with QR code menus and pay-at-
table). It’s a simple tech but evolving – EMVCo (the card standard body) has QR payment 
standards. It’s a cheap way to accept payments (display a QR and have customer scan to 
pay via their banking app, common in India’s UPI for small shops). We may see a blending 
where QR and NFC both present as needed. 

• Voice Payments: Not just via Alexa, but also e.g. in-car voice commands – “Pay for 
parking” then confirm with voice PIN or something. As voice recognition gets better, it 
could shorten the payment flow in various contexts. 

• Augmented Reality/Virtual Reality (AR/VR): In AR/VR shopping experiences (the 
“metaverse” concept), embedded payments will be needed. Companies are exploring how 
a user in a VR world can seamlessly buy a virtual item or order a real pizza. Likely wallet 
integrations and possibly crypto (since it’s native digital) might play a role. But also linking 
your normal payment methods to VR avatars. 

Emerging tech and regulation interplay: Regulators watch AI and crypto carefully. EU is 
working on an AI Act to govern high-risk uses of AI (financial services likely included, requiring 
transparency and human oversight). Crypto we covered with MiCA. Biometrics fall under GDPR 



 
 
 

 

(facial recognition considered sensitive personal data, requiring explicit consent typically). So 
innovation must navigate compliance too. 

 

In summary, emerging technologies promise a future where payments are faster, more seamless, 
and often invisible, but also raise new concerns (security of IoT, ethical use of AI, etc.). The 
companies that successfully harness these tech will likely lead the next wave of growth in the 
payments industry, while keeping an eye on aligning with regulation and consumer comfort levels. 

Having surveyed these technologies and their potential, let's discuss the broader challenges and 
risks the industry faces – some of which these techs aim to solve, and some which are side effects 
of rapid change. 

 

 

 

 

 

 

 



 
 
 

 

9. Industry Challenges and Risks 

The digital payments industry, despite its strong growth and innovation, faces a range 
of challenges and risks that could impede companies or destabilize the ecosystem if not managed 
properly. Some of these we’ve touched on in earlier sections, but here we will consolidate and 
elaborate on the most pressing issues the industry must contend with: 

Security and Cybercrime 

Challenge: As detailed in the fraud section, cyber threats are constant. A single security breach 
can cause enormous financial and reputational damage. Payment companies are high-value targets 
for hackers (because they handle money and sensitive data). 

Risks: Data breaches could lead to theft of millions of card numbers or personal records, fueling 
further fraud and inviting regulatory penalties (under laws like GDPR). A successful attack on a 
major payment processor could even disrupt transactions at a national or global scale for a period 
(imagine if Visa’s network was taken down for hours – billions in commerce lost, not to mention 
confidence). Ransomware attacks are also a risk – a criminal could hold a company’s systems 
hostage. 

Mitigation: This challenge requires continuous heavy investment in cybersecurity (both 
technology and skilled personnel). It also means industry-wide cooperation – e.g., sharing threat 
intelligence through organizations like FS-ISAC (Financial Services Information Sharing and 
Analysis Center). A big push is towards “zero trust” architectures (never assume internal traffic is 
trustworthy, always verify). Companies need robust incident response plans as well. However, 
smaller fintech startups might struggle to allocate enough resources for world-class security, which 
is a vulnerability in the chain if they integrate with bigger networks. 

Regulatory Uncertainty and Compliance Costs 

Challenge: The regulatory environment is dynamic, especially with new tech. Companies face 
uncertainty about future rules (e.g., how will BNPL be regulated? Will there be an open banking 
law in the US? How might a digital euro be implemented?). 

Risks: Sudden regulatory changes can upend business models. For instance, when the EU capped 
interchange fees, it cut into card issuer revenues significantly, which led them to change strategies 
(e.g., cutting reward programs in some cases). If a fintech relies on a currently unregulated niche 
(like crypto or BNPL was until now) and regulation comes in requiring licenses, capital, etc., not 
all players may manage that transition (some might consolidate or shut down). Compliance costs 



 
 
 

 

are also high – global payment firms have to comply with dozens of jurisdictions’ laws. This could 
favor large incumbents who can afford big compliance teams, thereby raising barriers to 
entry for startups (counteracting some of the open innovation). 

Mitigation: Firms need proactive regulatory strategy – engaging with policymakers (many 
fintechs now hire policy teams), building adaptable systems (for example, systems that can 
accommodate SCA flows even in places not required, if it becomes required later). Some hedge 
their bets by diversifying offerings so a hit in one area might be offset by others. Also, insuring 
against certain regulatory fines or losses (though you can’t insure away liability for negligence). 

Intense Competition and Margins 

Challenge: The digital payments space is extremely competitive and increasingly commoditized 
in some segments. Payment processing fees are under pressure due to competition and regulatory 
scrutiny. Many fintechs operate on thin margins or subsidize costs to grow user base (e.g., peer-
to-peer apps often free to use for basic services, relying on other revenue streams). 

Risks: Race-to-the-bottom in pricing can make it hard to sustain profits. For instance, merchants 
always demand lower fees – if one provider won’t budge, they might switch to another or route 
more transactions to the lower-cost method. Also, big tech companies entering payments (Apple, 
Google, Amazon) pose competitive risk because they have deep pockets and ecosystem advantages 
(e.g., Apple can offer payment features to boost hardware sales, not needing to profit from 
transactions themselves). Traditional banks and card networks worry about disintermediation by 
fintech or alternative systems (like if account-to-account payments erode card usage, card issuers 
lose interest revenue and interchange). 

Competition also means customer acquisition costs are high – many wallets spent heavily on 
marketing to get users (Cash App, for example, did promotions like $5 to sign up; PayPal spent on 
referral bonuses historically). If that spending doesn’t convert to long-term loyalty, it’s wasted. 

Mitigation: Differentiation is key – offering value beyond just moving money. Many have added 
analytics dashboards, loyalty rewards, easier integration, broader suite services (like Stripe adding 
fraud tools, treasury services, etc.). Partnerships are another approach – for example, small fintechs 
often partner with large banks or networks rather than trying to beat them. Consolidation is 
happening: Visa acquiring Plaid (attempt, blocked by regulators), Mastercard acquired Vocalink 
(ACH infrastructure) and Nets’ account-to-account unit, PayPal acquired Honey (for expansion 
into shopping). These moves both stave off and accept competition by bringing challengers in-
house. From a merchant perspective, consolidation can be double-edged: integrated services vs. 
less choice. 



 
 
 

 

Maintaining Customer Trust and Handling Reputational Risks 

Challenge: Payments are built on trust. If consumers or businesses lose faith that a payment 
method will be reliable and secure, they will abandon it quickly (since alternatives exist). There 
are reputational risks beyond security too: for instance, being associated with scams or not 
handling customer complaints well. 

Risks: Negative publicity can severely impact usage. For example, when PayPal updated some 
policies and misinformation spread that they’d fine users for misinformation (2022), there was a 
trending #DeletePayPal movement. Even though PayPal clarified, it showed how sensitive users 
are. Similarly, any hint that a payments company is blocking legitimate transactions due to 
technical issues or failing to resolve disputes fairly can cause public backlash. The network 
effect cuts both ways: popularity brings trust, but one viral tweet about a bad experience can 
escalate. Especially critical is how companies handle fraud victims: if people feel a platform 
doesn’t protect them (like, say, Zelle got flak because customers scammed into sending money 
had no chargeback rights – this led to Senate inquiries and banks pledging to do more), then they 
may avoid that platform. 

Also, brand risk arises from compliance issues: e.g., being fined for money laundering could brand 
a service as unsafe or used by criminals. 

Mitigation: Transparent, user-friendly policies and good customer support. Quick response to 
issues (like freezing a disputed amount and investigating, communicating clearly) goes a long way. 
Many companies are investing in better customer experience around disputes (ex: Visa and 
Mastercard improved their chargeback process with clearer reason codes and online tracking for 
merchants). Payment firms also try to educate users on how to stay safe (since user mistakes lead 
to scams). Trust badges (PCI compliant, FDIC insured for balances if applicable, etc.) and 
independent security audits can be showcased. 

Technology Integration and Legacy Systems 

Challenge: Incumbents like banks and older payment processors often run on legacy systems that 
are not agile. Integrating new technology (like real-time payments, or open APIs) into decades-old 
core banking systems is complex and slow. 

Risks: Being slow to innovate could mean losing ground to nimble fintechs. It can also 
create operational risk – outdated software might crash or not scale well. Many banks still 
experience outages in online banking or card processing occasionally due to legacy tech. Migrating 



 
 
 

 

to newer systems carries risk of downtime or errors (some banks have had payment glitches during 
migrations that caused duplicate transactions or delays). 

On the flip side, fintechs face the challenge of integrating with legacy infrastructure to offer full 
services. For example, many fintechs still rely on bank partner pipelines for things like ACH 
transfers or connecting to card networks. If those are slow (e.g., 3-day ACH), the fintech has 
limited ability to speed it up without fronting their own risk (some now do instant credit on ACH, 
but take the risk of it later failing). 

Mitigation: Many incumbents pursue two-track strategies: keep core stable but build new API 
layers around it, or even separate digital units that run modern stacks and gradually port customers 
over. Some banks invest in cloud-based core banking providers or containerize parts of their 
software for flexibility. Fintechs often choose to collaborate (e.g., use bank Banking-as-a-Service 
platforms) rather than fight the legacy all alone, which speeds up development. There’s also a trend 
of standardization (like ISO 20022 data format globally) which helps disparate systems talk more 
easily. 

Market Saturation and User Adoption Challenges 

Challenge: In some markets like the US or EU, most people already have several payment options. 
Getting someone to adopt yet another app or method can be hard unless it offers a clear advantage. 
People may not want to switch what’s working for them (e.g., those who love credit card rewards 
might not see a reason to use an account-to-account method, even if it’s a bit cheaper for 
merchants). 

Risks: Fintechs could burn through VC money trying to acquire users and then find the users are 
not sticking or using the service actively (leading to failures). Market saturation might lead to 
“fintech fatigue” where merchants and consumers get tired of constant new payment options. 
There is also the risk of fragmentation: too many options can confuse consumers or inconvenience 
merchants (if every other customer wants to use a different niche wallet, a merchant can’t 
practically accept 50 methods; at some point they’ll only integrate the top ones). 

Mitigation: Often a superior user experience or incentives can sway users. For example, mobile 
wallets really took off only when they became as easy (or easier) than cards, and once enough 
merchants accepted them so usage was seamless. Partnerships can drive adoption – e.g., Apple 
Card gave 2% back on Apple Pay purchases to incentivize using Apple Pay. Payment providers 
also often coalesce – smaller ones might white-label under bigger ones, or join networks (many 
local European wallets now enable acceptance via Mastercard/Visa channels or via PayPal in some 
agreements). 



 
 
 

 

Macroeconomic and Geopolitical Risks 

Challenge: The payments industry can be impacted by broader economic forces. 

• In a downturn, transaction volumes drop as spending drops (we saw this early in COVID 
or 2008 crisis). Payment companies are thus cyclical to an extent. 

• If inflation is high, people might cut discretionary spending which affects fee revenues. 
However, inflation also means higher transaction values (which could mean higher fees if 
percentage-based). 

• Interest rates matter too: many payment firms (especially those that hold customer balances 
or funds in transit, like PayPal or Square) earn interest on those balances. When rates were 
near zero, that revenue stream was minimal; now with higher rates, it's become substantial 
(McKinsey noted nearly half of payments revenue in 2024 was from net interest due to rate 
rises). If rates fall again, that part shrinks. 

Risks: Rapid economic shifts can stress test fintechs – e.g., BNPL providers boomed in low-rate, 
high-growth environment, but as rates rose and defaults ticked up, some struggled or had to cut 
staff. Also, if a fintech is reliant on VC funding and not yet profitable, a tighter capital market (like 
post-2022) can risk their survival. 

Geopolitical issues like sanctions (e.g., pulling out of Russia meant networks and PayPal lost that 
market overnight), trade wars, or even conflict (where infrastructure could be hit or currency values 
swing wildly) all can affect payments (for example, cyber warfare could target payment systems; 
or mass refugee movements create humanitarian need for remittance services). 

Mitigation: Diversification of markets and services helps – a global footprint so not all eggs in 
one basket. Also, building profitability and not just growth means being able to weather funding 
droughts. Strong risk management – scenario planning for extreme cases (like pandemic made 
companies plan for fully remote operations and surge in online, which actually benefited them). 
Payment firms also engage with central banks and governments on contingency planning 
(resilience is a hot regulatory topic – regulators worry about a major payment outage becoming a 
national economic issue). 

Social and Ethical Considerations 

Challenge: As payment tech becomes pervasive, there are social implications. For instance, 
moving to cashless can exclude those without digital access (elderly, unbanked). Algorithms in 



 
 
 

 

credit decisions could inadvertently discriminate if not carefully designed (leading to fairness 
issues). Use of payment data raises ethical questions – e.g., should a company analyze your 
transactions to influence your credit or insurance? There’s also an issue of Big Tech influence – if 
a few big platforms dominate payments, they could potentially misuse data or stifle competition 
(regulators are looking at this via antitrust lens, e.g., EU’s Digital Markets Act will likely classify 
Apple and Google as “gatekeepers” who must allow competing wallets on their devices). 

Risks: Backlash or regulatory intervention if the industry is seen as harming certain groups. For 
instance, cities like New York and Philadelphia passed laws requiring businesses to accept cash 
(banning “cashless stores”) to protect those who can’t or won’t use digital. If payment companies 
ignore inclusion, they might face rules or lose goodwill. Another scenario: If an AI denies 
someone’s transactions wrongly and it appears biased (say it flags more transactions from a certain 
neighborhood as fraud), that could lead to reputational damage or lawsuits. 

Mitigation: Incorporate financial inclusion initiatives – many companies now have programs to 
reach the unbanked (like offering no-fee accounts, or supporting government prepaid benefits 
cards, etc.). Ensure transparency in how data is used and allow consumers some control. Work 
with regulators to define ethical AI standards. And design services with accessibility in mind (for 
instance, make sure mobile apps are usable by the visually impaired, etc., so no one is left behind). 

Systemic Risks and Concentration 

Challenge: The payments ecosystem has some critical chokepoints – e.g., a handful of cloud 
providers host many fintech services, a handful of card networks dominate card payments, Swift 
dominates cross-border messaging, and a few major banks underlie many fintechs (as sponsors). 
This concentration means a failure at one point can cascade. Also, big tech moves could 
concentrate power (like if everyone started using one wallet and others died off, that one could 
dictate terms severely). 

Risks: A systemic failure – for example, if a major cloud provider outage occurs (like AWS down 
for a day), how many payment services go offline? Or if Swift were disrupted severely, cross-
border flows stall. Another scenario is if a dominant player uses anti-competitive practices (e.g., 
hypothetically, if Apple banned all but Apple Pay, or a major e-commerce platform like Amazon 
favored its own payment method and blocked others, competition suffers). 

Mitigation: Diversification and redundancy. Many businesses adopt multi-cloud or backup 
systems. Regulators keep a watch: for instance, many countries have payment system oversight 
for stability (the Fed monitors ACH, card networks, etc., classifying some as “systemically 
important”). Europe’s PSD2 was partly to reduce reliance on banks by fostering more competition. 



 
 
 

 

In extreme cases, regulators might step in with rules (like requiring Visa/MC to ensure backup 
plans, or reviewing mergers strictly to avoid too much concentration). 

 

In summary, while the digital payments industry is on a robust growth path, it must navigate a 
minefield of challenges. Security and fraud remain a never-ending battle, regulatory goalposts can 
move, competition pressures margins, and external shocks can test resilience. Companies that 
succeed will be those that anticipate and adapt – building security into their DNA, staying agile 
with regulatory compliance, differentiating their value, and planning for uncertainties. 

Next, we will translate these insights into strategic recommendations for companies operating 
in this space, and finally consider what the future might hold. 

 

 

 

 

 

 

 



 
 
 

 

10. Strategic Recommendations for Companies 

Given the insights throughout this report – from market trends to risks – here are strategic 
recommendations for companies involved in digital payments. These suggestions are tailored for 
businesses looking to thrive in the online payments space, whether they are merchants, payment 
service providers, fintech startups, or other stakeholders. 

1. Embrace a Customer-Centric Payment Experience 

Put the customer experience at the forefront of your payment strategy. A smooth, fast, and 
flexible payment process can significantly boost conversion and loyalty. 

• Offer Multiple Payment Options: As noted, consumers have diverse preferences. Ensure 
you support the major payment methods relevant to your markets – e.g., credit/debit cards, 
digital wallets (PayPal, Apple Pay, Google Pay), and emerging options like BNPL. In the 
EU, consider adding pay-by-bank (open banking payments); in Asia, support QR wallet 
payments if targeting those customers. Don’t overwhelm with too many options, but cover 
the key ones so customers aren’t lost due to “payment not available.” Regularly review 
your payment mix as new popular methods emerge. 

• Optimize for Mobile: With most online traffic now mobile, design a mobile-friendly 
checkout. Use responsive design, minimize form fields (leverage auto-fill and account 
address book), and integrate one-tap wallets where possible. Consider 
implementing accelerated checkout buttons (for instance, “Buy with Apple Pay” or 
Shopify’s Shop Pay) that drastically cut the steps on mobile devices. The easier it is on a 
small screen, the more sales you capture. 

• Reduce Friction with Smart Authentication: Implement fraud checks in a way that 
minimizes impact on legitimate users. For example, use 3-D Secure 2.0 but take advantage 
of low-value and trusted-customer exemptions under PSD2 so not every transaction gets 
challenged. Adopt risk-based authentication (only step-up verify transactions that score 
high risk). Leverage biometrics (fingerprint/face) for login and payment confirmations in 
your app – this is both secure and convenient. 

• Transparent Communication: Be clear about prices, fees, and policies upfront. Surprise 
charges at payment are a leading cause of cart abandonment. If you have to add shipping 
or service fees, show them early. Also communicate security (e.g., “Securely processed by 
XYZ provider” or display trust seals) to reassure customers at the final step. 



 
 
 

 

2. Strengthen Fraud Prevention and Security Measures 

In the digital payments world, security is non-negotiable. A single breach or major fraud incident 
can damage your brand and bottom line. 

• Invest in Advanced Fraud Detection: Use modern fraud prevention tools that combine 
rule-based screening with machine learning. These systems can adapt to new fraud patterns 
and often come with consortium data (benefiting from signals across many merchants). 
Fine-tune your fraud rules to balance blocking fraud and avoiding false declines (legit 
transactions wrongly rejected). Monitor your fraud performance metrics – chargeback 
rates, approval rates – and iterate constantly. 

• Implement Robust Data Security Practices: Ensure full compliance with PCI DSS if you 
handle card data – or better yet, tokenize so you don’t handle raw card numbers at all. 
Encrypt sensitive personal data in transit and at rest. Rigorously control access – follow 
the principle of least privilege for employee access to systems. Regularly conduct security 
audits and penetration tests via third parties to find and patch vulnerabilities. Don’t forget 
the basics: keep software and systems updated (many breaches exploit known unpatched 
flaws). 

 

• Multi-Layer Authentication and Alerts: For your own platform login, enable multi-
factor authentication for users (and maybe require it for sensitive changes like adding a 
new payee or changing contact info). Provide real-time alerts (email/SMS) to customers 
for actions like a new device login or a large transaction – this enables them to react quickly 
if something is amiss. It also gives peace of mind and involves them as an ally in security. 

• Educate and Assist Customers: Often, customers are the weak link (phishing, poor 
password hygiene). Provide educational content or prompts – e.g., tips during onboarding 
on spotting scams, reminders to never share OTPs, etc. Offer easy ways for customers to 



 
 
 

 

report suspected fraud or unauthorized activity, and have a swift resolution process. An 
example could be a “Did you make this transaction? Yes/No” push notification for risky 
transactions, making it one-tap for them to confirm or flag it. 

• Plan for Incident Response: Have a clear response plan for potential breaches or fraud 
waves. This includes technical steps (isolating affected systems, patching, etc.), 
communication plans (informing customers, partners, regulators), and recovery (restoring 
backups, compensating victims if needed). Practicing this via drills can highlight gaps. 
Being prepared can significantly mitigate damage if an incident occurs. 

3. Ensure Compliance and Proactively Engage with Regulation 

Staying on the right side of laws is critical. Rather than seeing compliance as a burden, treat it as 
part of your value proposition (trust and safety). 

• Keep Abreast of Regulatory Changes: Assign team members or hire consultants to 
continuously monitor relevant regulatory developments (PSD2/PSD3, CFPB rulings, AML 
rules, privacy laws, etc.). Participate in industry associations or working groups – they 
often provide updates and a collective voice to regulators. Knowing what’s coming (e.g., 
upcoming PSD3 or US open banking rules) helps you plan technology changes in advance 
rather than scramble last-minute. 

• Implement Privacy by Design: Given global moves toward privacy, build data protection 
principles into your operations. Only collect data you need (data minimization), and be 
transparent via an easy-to-understand privacy policy. Offer user controls where feasible 
(like let them opt-out of certain data uses or easily download their data history). A strong 
privacy posture can be a selling point, especially for European customers but increasingly 
worldwide as people become more sensitive. 

• Strengthen AML/KYC Procedures: If your business involves moving funds or storing 
value, ensure a solid Know-Your-Customer process. Use reputable verification providers 
to validate IDs, and risk-score new accounts. For ongoing transactions, deploy transaction 
monitoring software to detect patterns of money laundering or fraud (e.g., rapid in-and-out 
transfers, unusual spending spikes after account creation). While this is required by law for 
many, doing it well also prevents your platform from being abused by bad actors, thereby 
protecting your ecosystem’s integrity. 

• Licensing and Partnerships: If expanding to new regions, research local licensing 
requirements early. It might be strategic to partner with or acquire a licensed entity if that 



 
 
 

 

accelerates entry (for example, many fintechs acquired e-money licenses in the EU or 
piggybacked via sponsorship). In the US, consider using sponsor banks or payment 
processors to leverage their licensing until you’re big enough to justify your own licenses. 
Always assess the trade-off: partnering eases compliance but you have less control and 
share revenue; going alone gives control but demands heavy compliance investment. 

• Engage Regulators Constructively: Don’t be afraid to have dialogue with regulators. 
Many regulators appreciate when industry players give feedback on what’s working or not. 
If you’re launching something novel (say a new crypto payment feature), you might brief 
relevant regulators ahead of time to show you’ve thought of risks. This can build trust and 
potentially shape favorable regulation. Several fintechs have succeeded by taking 
compliance seriously and even inviting oversight (some sandbox programs by regulators 
allow experimenting under supervision). 

• Prepare for Audits: Regulators (and card networks) can audit your operations. Keep 
thorough documentation of your policies, procedures, training, security measures, etc. A 
well-documented compliance program not only avoids penalties but can be a competitive 
advantage (large clients or banks will do due diligence on you; if you can quickly 
demonstrate robust compliance, you’ll win business more easily). 

4. Innovate and Adapt with Emerging Technologies 

The landscape is changing, so integrate relevant innovations to stay ahead and meet future 
customer demands. 

• Leverage AI Wisely: Use AI/ML not just in fraud as mentioned, but also to improve user 
experience. For instance, an AI chatbot for 24/7 customer support can resolve many routine 
queries instantly. AI can also analyze customer spending to recommend better products or 
detect if someone might want an installment plan. However, ensure a human fallback for 
complex issues – a hybrid “AI + human” support model is ideal. Also monitor AI decisions 
for fairness and accuracy (avoid the “black box” trap by having oversight on your models). 

• Embrace Open Banking and APIs: If you’re a merchant, see if open banking can reduce 
your costs – e.g., accept account-to-account payments where appropriate (maybe for high-
ticket items or within your mobile app for known customers, where it could be a one-click 
bank pay that’s cheaper than cards). If you’re a payments provider, definitely build API 
capabilities that others can integrate easily. Adopt a platform mindset: allow other apps to 
plug into your system (with proper security) to create an ecosystem. For example, some 



 
 
 

 

payment providers offer APIs for third-party developers to build plugins – this extended 
network can drive more transaction volume through your platform. 

 

• Explore Blockchain Use Cases Cautiously: If cross-border payments are core to you, 
pilot some blockchain-based transfers to see if they improve speed/cost (e.g., using 
stablecoins or partnering with a RippleNet-like service). Ensure legal and compliance 
aspects are sorted (some jurisdictions treat crypto transfers differently). If you hold a lot of 
funds, keep an eye on CBDC developments – be ready to integrate digital dollar or euro 
wallets if those launch, as they could complement or compete with current systems. But 
don’t adopt tech for hype’s sake – have a clear problem it solves (for instance, if you have 
many unbanked users, supporting crypto/stablecoin might give them more options). 

• Utilize Biometrics and Tokenization: Encourage customers to use biometric 
authentication – for instance, in your app updates highlight new Face ID login feature and 
why it’s secure and convenient. On the backend, implement tokenization solutions offered 
by networks or your PSP so that saved cards are stored as tokens (which also helps with 
things like automatic card updater services – reducing payment declines when cards 
change). If you issue cards or credentials, consider adding biometric authentication (e.g., a 
fingerprint-secured card for high-net-worth clients, or voice verification for phone 
transactions). 

• Prepare for IoT and Voice Commerce: It might be early, but begin thinking how your 
payment process could integrate with IoT devices. If you’re a merchant, maybe test a pilot 
for voice ordering via Alexa or Google Assistant. If you’re a payments firm, ensure your 
tech can handle microtransactions and device-initiated payments (like an API for IoT 



 
 
 

 

devices to trigger charges within set limits). By experimenting now, you’ll learn and be 
ready for broader adoption later. 

5. Focus on Scalability, Reliability, and Resilience 

As you grow, being able to handle scale and unexpected events is crucial, especially in payments 
where downtime or slowdowns are very costly. 

• Scalable Infrastructure: Design your systems in a modular, scalable way (cloud 
infrastructure, load balancing, etc.) to handle peak volumes (like holiday shopping surges). 
Nothing frustrates customers more than a payment page timing out or failing at checkout. 
Scalability is also about processing speed – consider adopting faster payment networks or 
optimizing code to reduce latency so transactions process in seconds or less. For instance, 
if you can shave 1 second off average checkout time, that actually improves conversion 
(studies show each extra second of load can hurt conversion percentages). 

• Redundancy and Uptime Planning: Aim for as close to 24/7 uptime as possible. Use 
multiple data centers or cloud regions so if one goes down, others carry the load 
(geographical redundancy). Have backup payment gateways or processors integrated – so 
if one partner has an outage, you can failover to another. This is especially relevant for 
merchants: integrating a secondary gateway ensures you’re not completely unable to 
charge cards if your primary provider has an issue. Regularly test your failover procedures. 

• Disaster Recovery and Business Continuity: Beyond tech, have plans for various 
disaster scenarios – from cyberattacks to natural disasters. COVID-19 taught many 
companies to adjust – ensure your operations (like customer support, IT monitoring) can 
be done remotely if needed. Keep secure backups of critical data offline or in separate 
secure environments in case of ransomware. And consider cyber insurance to cover 
extreme recovery costs, though focus on prevention first. 

• Monitor Performance and Incidents: Set up extensive monitoring – you should know 
immediately if error rates spike, if transaction approvals drop unexpectedly, or if response 
times slow. Many companies use dashboards with real-time metrics and even AI ops tools 
to predict issues (like increasing latency might indicate a database approaching capacity). 
An early catch can let you fix something before it fully breaks. Also track provider 
performance – e.g., if a particular acquiring bank declines more than usual, maybe route 
traffic differently. 



 
 
 

 

• Continuous Improvement Culture: Encourage teams to conduct post-mortems after 
incidents or near-misses and implement lessons learned. This culture of learning from 
failures helps avoid repeats and fosters innovation in how to be more resilient. 

6. Build Strategic Partnerships and Ecosystem Presence 

No company is an island in payments; partnerships can amplify reach and capabilities. 

• Team Up with Key Platforms: If you’re a payment provider, partner with major e-
commerce platforms (Shopify, Magento, WooCommerce) or marketplaces to be offered as 
a checkout option or default processor. This can massively boost volume. If you’re a 
merchant, evaluate partnerships with payment providers that unlock new customer 
segments (like a BNPL provider might bring you millennial customers from their app’s 
directory; or accepting Alipay could draw Chinese tourists). 

• Financial Institution Alliances: Banks and fintechs can complement each other. For 
example, some fintechs provide great front-end and user experience, while banks provide 
the regulated backbone and trust. Partnership could mean co-branded products (like Apple 
Card with Goldman Sachs), or referral arrangements, or integration (a bank offering a 
fintech’s service to its customers). Consider if collaborating is more beneficial than 
competing in certain areas. 

• Leverage Data (Ethically) for Value-Added Services: Payment data is rich – you can 
derive insights like spending trends, popular products, etc. Use this to offer value to 
merchants or customers. For merchants: analytics dashboards showing peak sales times, 
customer demographics, etc., which can be a differentiator for your service. For consumers: 
personal finance insights or notifications (“You spent 20% more on dining out this 
month”). Just ensure privacy – anonymize or aggregate data for analysis so individual 
privacy isn’t compromised. 

• Stay Global, Act Local: For global companies, adapt to local requirements and 
preferences. For instance, in Europe emphasize your GDPR compliance and maybe have 
EU data storage (to address sovereign concerns). In Asia, integrate popular local wallets 
(GrabPay, LINE Pay, etc.). Hire local expertise to manage compliance and relationships 
(like with local banks or regulators). Being attuned to local nuances can make partnerships 
(and customer acquisition) much smoother. 

• Foster Developer Community: If you offer APIs or integration options, nurture a 
community of developers and partners. Provide good documentation, sandbox 



 
 
 

 

environments, and maybe even certification programs. Some companies host hackathons 
or innovation challenges to get new ideas built on their platform (Visa and MasterCard 
have done this to engage startups). A strong developer ecosystem means your solution gets 
embedded in many places by others – a force multiplier. 

7. Plan for Future Trends and Be Agile 

The only constant is change, so companies must be forward-looking and agile. 

• Keep an Eye on Future Tech and Commerce Trends: Things like the Metaverse, if it 
materializes, could open a new commerce frontier requiring new payment methods (maybe 
microtransactions for virtual goods). Or central bank digital currencies might change how 
people think of money in digital form. Autonomous vehicles and smart cities might 
introduce new payment use cases (e.g., your car handles all tolls, parking, insurance 
payments on the fly). While you don’t need to invest heavily in all speculative trends, 
having a small R&D or innovation team to pilot and learn is useful. For example, you might 
run a small experiment with accepting cryptocurrency even if just to understand the 
mechanics, without betting the farm on it. 

 

• Agility in Strategy: Adopt agile methodologies not just in software dev, but in business 
strategy – regular sprints or reviews of market feedback and metrics, allowing you to pivot 
or adjust quickly. The pandemic proved that those who adapted (restaurants adding online 
orders, retailers beefing up contactless delivery, etc.) survived and even thrived versus 
those who hesitated. 



 
 
 

 

• Talent and Culture: Develop talent that is adaptable and continually learning. The fields 
of AI, cybersecurity, blockchain, etc., evolve fast – ensure your team gets training and 
exposure. Hiring people with diverse backgrounds (finance, tech, risk, design) can also 
bring fresh perspectives to foresee cross-disciplinary issues or solutions. Encourage a 
culture where new ideas can be tested in pilot projects without fear of failure (fail fast, 
learn fast). 

• Financial Prudence with Growth: Plan for sustainable growth. This isn’t a contradiction 
to agility – it’s about being prepared that market conditions can change. Maintain sufficient 
capital buffers or access to funding lines to weather downturns. Diversify revenue streams 
so you’re not overly reliant on one segment or region (for instance, if you are big in 
consumer payments, maybe expand into B2B payments or value-added services to 
merchants which might be more stable if consumer spending dips). Being future-ready 
means both innovation and resilience. 

By following these strategic recommendations, companies can better navigate the exciting yet 
challenging digital payments landscape. The overarching theme is to balance innovation with 
trust: innovate in ways that truly benefit customers (convenience, choice, lower cost) while 
steadfastly maintaining security, compliance, and reliability. Firms that manage this balance will 
not only mitigate risks but also position themselves as leaders in the eyes of consumers, partners, 
and regulators. 

In the final section, we’ll tie everything together by looking at the future outlook for digital 
payments, reinforcing why these strategic moves are important in the context of where the industry 
is headed. 

 

 

 

 

 

 



 
 
 

 

11. Future Outlook 

Looking ahead, the digital payments sector is poised for continued growth and transformation. By 
the end of this decade, we can expect the payments landscape to be significantly more digital, 
seamless, and integrated into our daily lives, albeit with new challenges to address. Here are 
some key elements of the future outlook: 

Continued Global Growth and a Cash-Light Society 

Digital payments will further penetrate all corners of the globe. We’ll likely see: 

• Volume Expansion: The total volume and value of cashless payments worldwide is 
projected to grow strongly. Markets like Asia-Pacific and Africa, which have huge 
populations still partly reliant on cash, are adopting mobile money and instant payment 
systems at rapid rates, driving global transaction counts higher. One estimate by BCG 
suggests that by 2030, global non-cash transaction volumes could be double those of 2020. 
In real terms, this means tens of trillions of dollars more moving through digital channels 
annually. 

 

• Decline of Cash: Many countries might reach the point where cash is used in less than 
10% of transactions. Northern Europe could become effectively cashless (some of those 
countries are already under 20% cash usage today). Other countries will still use cash for 
cultural or infrastructural reasons, but even there, its role will diminish as affordable digital 
options pervade (for example, Africa’s mobile money reducing need for cash, India’s UPI 
doing the same). 



 
 
 

 

• Financial Inclusion Gains: With cheaper smartphones and broader internet access, even 
low-income and remote populations will increasingly join the digital payments ecosystem 
via mobile wallets or prepaid accounts. This can stimulate economic activity and bring 
more people into formal financial systems (with the attendant benefits and responsibilities). 
There are ambitious goals from entities like the World Bank to ensure universal financial 
access, and payments are a big part of that. Businesses have an opportunity to tap into these 
emerging customer bases, designing ultra-low-cost payment solutions for them (like 
offline-capable payments, or supporting vernacular languages in apps, etc.). 

Dominance of Mobile and Wearable Payments 

By 2030, it wouldn’t be surprising if the majority of in-person transactions in developed markets 
are done via contactless methods – either mobile wallets or tap cards – rather than swiping or 
inserting cards. Phones and wearables will be the everyday wallet: 

• As Gen Z and Gen Alpha (born into the digital age) become the main consumers, their 
comfort with using phones or smartwatches to pay will make that the norm. They might 
rarely carry physical wallets. 

• Wearables may evolve beyond watches – perhaps payment chips in clothing or fashion 
items (imagine just high-fiving a payment terminal with a payment-enabled sleeve or 
bracelet). 

• Biometric authentication will be so embedded that paying might often feel like nothing at 
all – for instance, walking out of a store with goods and cameras + AI (as in Amazon Go 
stores today) automatically charge your account. 

• Super-app ecosystems (especially in Asia, possibly expanding elsewhere) will keep people 
within one app for messaging, shopping, and paying. WeChat/Alipay are current examples; 
others may arise or existing players like WhatsApp could pivot to that model. This means 
competition will partly shift to ecosystems – e.g., can PayPal become a “super app” for 
financial services in the West? Possibly, as they already started integrating shopping tools 
and crypto trading, etc. 

Cross-Border Payments: Towards Real-Time and Cheap 

The 2020s could be the decade that finally cracks the cross-border payments pain point: 



 
 
 

 

• Real-Time Everywhere: With initiatives like SWIFT gpi, new networks, and central bank 
collaborations, by 2030 sending money overseas might be nearly as fast as domestic – 
possibly instant or within minutes in many major corridors. Over 60 countries already have 
instant domestic payment systems; linking more of these is a clear trend. The G20’s goal 
of making international transfers cheaper and faster by 2027 suggests tangible 
improvements in the near future. 

• Cost Reduction: More competition (fintechs, crypto solutions) and cooperation (like the 
BIS-led Nexus project connecting instant payment systems) should drive fees down. The 
UN goal of remittances at <3% cost might be met in many corridors. This benefits global 
commerce (small businesses can pay suppliers cheaply, individuals can send remittances 
without losing much to fees). 

 

• Convergence of FX and Payments: We might see FX conversion embedded seamlessly 
– like when you send money, AI finds the best route and rate automatically (perhaps 
splitting a transfer across multiple corridors or using a stablecoin if it yields a better rate, 
all invisible to the user). Some fintechs do this with “smart routing” already in domestic 
context; cross-border could get similar intelligence. 

• Unified Standards: ISO 20022 may become the universal messaging language for 
payments by 2025, facilitating richer data and easier interoperability. That means fewer 
errors or data loss in cross-border payments (which often cause delays). 

• CBDCs for Cross-Border: If major central banks launch digital currencies, they could 
potentially create continuous operating settlement networks (since digital currencies could 
be exchanged 24/7 without traditional banking hours). A scenario: a digital dollar can swap 



 
 
 

 

with a digital euro via some common protocol in seconds, which commercial banks could 
utilize for corporate payments. 

Emergence of New Players and Consolidation of Old Ones 

• Tech Giants in Finance: We’ll likely see more incursion of big tech. By 2030, Apple, 
Google, Amazon, Facebook (Meta), and potentially others like Microsoft or regional giants 
(Tencent, Alibaba, etc.) will be deeper into payments and banking. Apple might expand 
Apple Pay into a full wallet that holds various assets (maybe integrating crypto or IDs). 
Amazon might offer more financial products for its merchants or even consumers (they 
already have lending and a credit card). This could blur the lines between a “bank” and a 
“tech company” even more. Regulators are cautious of big tech finance power, so that 
tension will be interesting (some regions might restrict it, others might let them go full 
throttle). 

• Fintech-Bank Synergies: Expect more partnerships and even mergers between fintechs 
and banks. Banks are acquiring fintech capabilities to stay relevant (we saw Visa trying to 
buy Plaid, MasterCard buying open banking firm Finicity, etc.). By 2030, the term 
“fintech” might disappear because virtually all financial service is tech-driven and the 
sector fully hybridized. Perhaps we’ll simply have “financial services firms” that 
encompass both aspects. The most successful fintechs may become as trusted as banks 
(some already got bank charters or e-money licenses to that effect). 

• Consolidation: The sheer number of payment startups today suggests not all will survive 
long-term. We’ll likely see consolidation where larger entities buy up specialized players 
(e.g., a big PSP might buy a niche BNPL startup to fold in, or a card network might buy a 
crypto payments provider). A few global platforms might dominate, along with a second 
tier of strong regional players. 

Smarter Payments – AI, IoT, and Contextual Commerce 

• Invisible Payments: The concept of “zero-click” or invisible payments will spread. Think 
Uber – you take the ride and just leave, payment happens in background. This model will 
extend: for subscription goods, for services, for retail (via sensor-driven stores or with 
checkout-free tech). Appliances might reorder supplies themselves. Cars with EV 
charging, tolls, insurance adjustments, all handled. This requires trust and robust security 
because it takes control out of immediate user action, but if done right it’s the ultimate 
convenience. 



 
 
 

 

• Contextual & Conversational Commerce: You could be chatting (via text or voice) and 
easily send money or buy something in context. For example, in a messaging app, if a 
friend says “Can you pay me back for dinner $50?” – the AI in chat could pop a payment 
button right there. Or if you express interest in an item on a social app, an AI might facilitate 
the purchase seamlessly. Essentially, payments become embedded in whatever context you 
are in, not a separate activity. 

• AI Financial Agents: By 2030, personal AI assistants could manage aspects of finances. 
They might auto-switch your bill payments to the cheapest card (to maximize rewards or 
minimize interest), or negotiate better rates for you, or even proactively dispute erroneous 
charges. In business, AI could optimize treasury operations – deciding when to move 
money between accounts or what currency to pay in for optimal forex rates. 

• Security Innovations: We might see widespread adoption of things like quantum-resistant 
cryptography if needed (future-proofing against quantum computer threats). Biometrics 
might go beyond fingerprint/face to potentially ECG heart signatures or other unique 
signals for continuous authentication (some wearables already use unique heart rhythms as 
an ID). Security may also rely on big data – e.g., transactional behavior becomes your 
“fingerprint” such that deviation triggers verification. 

 

Regulatory Evolution 

Regulators will continue to adapt: 

• Global Coordination: As digital payments enable money to flow easily across borders, 
expect more international cooperation to ensure things like AML controls keep up. Possibly 
global standards for crypto or stablecoins, as is being discussed in G20 and other fora. 



 
 
 

 

• Real-time Compliance: Regulators might use AI too, potentially getting real-time or 
close-to-real-time reporting of certain transactions (with privacy considerations) to combat 
fraud and illegal transfers. For example, some countries already have systems where large 
transactions trigger automatic checks against databases (like fraud or tax databases). 

• Consumer Protection Focus: With more complexity (e.g., automated payments), 
regulators will likely push for strong consumer protection – e.g., easy refund rights for 
unauthorized IoT payments, rules for AI credit decisions to avoid bias, etc. BNPL is a 
harbinger – oversight is increasing after initial free-for-all. We can expect any new 
innovation that gains scale (whether it's a new credit model, or crypto usage, etc.) will 
eventually face regulatory frameworks to protect consumers and ensure stability. 

• Digital Identity Initiatives: Many governments are exploring digital identity systems 
which could tie into payments (e.g., verifying identity for KYC becomes instant if users 
have a government-backed digital ID). Countries like India (with Aadhaar) already link 
identity to payments (UPI can use Aadhaar biometric auth). Europe’s proposed e-ID could 
give every EU citizen a digital wallet for identity that maybe could be used for KYC by 
banks or to store credentials like payment cards. If robust, this could simplify onboarding 
and reduce identity fraud. 

New Challenges 

With progress come new challenges: 

• Privacy vs. Personalization: Balancing convenience/personalization with privacy will be 
a big theme. Consumers and regulators may push back on too much data being collected 
(e.g., if every purchase is tracked to feed AI assistants, some might find that invasive). 
Payment providers will need to implement privacy-preserving tech (like anonymization, or 
federated learning for AI models that doesn’t expose individual data). 

• Cybersecurity Arms Race: As tech grows more complex, so do adversaries. We might 
see attempts at AI-driven fraud that’s harder to catch (thus requiring AI defense). Or new 
vectors like attacks on IoT payment devices. A scary thought: what if hackers deepfake a 
voice to authorize a large fund transfer by fooling a bank’s voice verification? These things 
might happen, forcing continuous upgrades in security practices. 

• Economic and Social Impact: If we truly become cashless and digital, what happens in 
scenarios of network outage or natural disasters where digital may not work? There will be 
need for robust offline-capable solutions (e.g., battery-operated devices that can do local 



 
 
 

 

transactions and sync later, etc.). Also, making sure nobody is left behind (the elderly, rural 
areas, etc.) will require transitional measures or special accommodations (maybe 
government-issued simple payment devices for those who don’t use smartphones, etc.). 

Overall, the future of digital payments is bright and dynamic. Payments are likely to fade into 
the background of our experiences – happening effortlessly – which is what consumers ultimately 
want: they want to get what they need without friction. For businesses, that means the payment 
function must be ultra-reliable, secure, and invisible. 

Companies that prepare for this future by investing in technology, building trust, and staying 
flexible will ride the wave of growth. Those clinging to old models or ignoring consumer 
expectations could quickly become obsolete. It’s telling that some of the world’s largest companies 
today (Apple, Alibaba, etc.) place such emphasis on their payment ecosystems – it’s because 
payments lie at the heart of the digital economy. 

In conclusion, as we approach 2030, digital payments will be more global, instantaneous, and 
intelligent than ever before, fundamentally enabling new forms of commerce and financial 
interaction. By adopting the strategies discussed – focusing on customer experience, security, 
compliance, and innovation – companies can not only adapt to this future but help shape it, 
capturing the abundant opportunities it presents while managing the inherent risks. The shift to 
digital payments is not just a technological evolution; it’s a transformation in how value is 
exchanged in society, and being at the forefront of that shift is both exciting and rewarding for 
those companies ready to lead. 
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